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CIIMCOK UCHOJIb3YEMbBIX COKPAIIIEHU

ANC ABTOMaTH3UpOBaHHAs HH(OPMAIIMOHHAS CUCTEMA

APM ABTOMaTH3UPOBAHHOE paboyee MeCTOo

AC ABTOMaTU3MpPOBAHHAS CUCTEMA

b/ baza ganHbIX

BTCC BcnomorarenbHble TEXHUYECKUE CPEACTBA U CUCTEMBbI

BUBC BupryanbsHas yacTHas BBIYMCIUTEIIBHAS CETh

ECK/I Enunas cucrema KOHCTPYKTOPCKOM TOKYMEHTAIMHU

ECIIA Enunas cucrema nporpaMMHOM TOKYMEHTaLUH

ECT/ Enunas cucrema TEXHOJIOTMYECKON TOKYMEHTAIUH

31 3ammra HHPOpPMALUN

311 3amuiiaeMoe IIOMEICHNUE

nb HndpopmaninonHast 6e30nacHOCTh

HUTKC HudopmaninoHHO-TEIEKOMMYHUKAIIMOHHAS CUCTEMA

K3 KonTponupyemas 30Ha

KC3U1 KomruiekcHast cuctema 3amuThl HHGOpMAIH

JIBC JloxasibHast BBIYMCIUTENbHAS CETh

HCJI, HecaHKIImOHMPOBAaHHBIN JOCTYIT

OBbU (OUb) Obecneuenme 6e30MacHOCTH HH)OPMAITHH

OTCC OCHOBHBIE TEXHUYECKHUE CPEACTBA U CUCTEMBI

1o [Iporpammuoe obecrieueHue

[1C IIporpammHebIe cpeacTaa

PI PykoBogsamuii JOKyMEHT

C3U HCJI Cuctema 3anutsl uHGopManuu ot HCJ|

CK3H1 CpenctBo kpunTorpaguyeckoi 3amuThl UHGOpMaLUH

CILJ Cucrema nepenadu JaHHBIX

CIIO CrenuanpHOE MporpaMMHOe o0ecrieueHne

CTK Cucrema TeIeKOMMYHUKAIUKI;

CYB/J Cucrema ymipaBieHus 6a3aMu JaHHBIX

TII TexHU4eCKUN IPOEKT

TT TexHuueckue TpedoBaHUA

Y Y 10CTOBEPSAOLIUN LIEHTP

®CB Poccun ®denepanpHas cinyx0a 6e3onacHocTu Poccun

OCTIK Poccun OenepanbHas clyx0a MO TEXHHYECKOMY M AIKCIEPTHOMY KOHTPOIIIO
Poccun

OUII OnexTpoHHas M(poBas MOIUCH



OCHOBHBIE TEPMUWHBI U OITPEJAEJIEHUA

AYTEHTU®UKALIUSA — npoBepka NPUHAIICKHOCTH CYOBEKTY IOCTYINa MPEAbSIBICHHOTO MM
UAeHTH(PHUKATOPA; MOATBEPKACHHUE MTOITUHHOCTH.

AIMUHUCTPATOP 3AIIUTBI - cyObekT JgoCTyma, OTBETCTBEHHBIH 3a  3alllUTYy
ABTOMATHU3MPOBAHHOW CUCTEMBI OT HECAHKIIMOHHUPOBAHHOTO JJOCTYIA K HH(POpMAIHH

BE3OITACHOCTDb NTH®OPMAIINU -cocTosiHuE 3aIUIIEHHOCTH HH(DOpMaIuu, 00padaThiBaeMOit
CpelICTBAMHU BBIUUCIUTEIPHON TEXHUKH WJIM aBTOMATHU3UPOBAHHON CHUCTEMbI, OT BHYTPEHHUX WU
BHEIIIHUX yI'PO3.

BCIIOMOI'ATEJIBHBIE TEXHUYECKHUE CPEACTBA WU CUCTEMBbI - Ttexnuueckue
CpeICcTBAa M CHUCTEMbl, He IMpeJHa3HaueHHble I IHepenadyd, oOpabOTKM H  XpaHEHUs
KOH(MUICHIMATFHOW uH(pOpMamuK, pa3MeniaeMble COBMECTHO C OCHOBHBIMHU TEXHUYECKHUMH
CPEACTBAMH U CUCTEMaMU WUJIM B 3aLUIIAEMbIX [TOMEILEHUAX

JOCTYIN K NH®OPMAIINU - o3nHakomieHue ¢ mHpopmamnuei, ee oO0paboTka, B YaCTHOCTH,
KOIIMPOBaHUE, MOAU(DUKALIUSA I YHUYTOXKEHUE NHPOPMALIUH.

SAHIUTA UHOOPMAIMUU (3U) - nesaTeabHOCTh MO MPEIOTBPAIICHHIO YTEUKH 3alllMIIaeMOn
uHbOpMalUY, HECAHKIIMOHUPOBAHHbIX M HEIIPEJHAMEPEHHBIX BO3/IeHCTBUNA Ha HH(OPMALIHIO.
SAIUTA OT HECAHKIIMOHUPOBAHHOI'O JOCTVYIIA — nesTebHOCTb, HAalIpaBJIEHHAs! Ha
IPEJOTBpAlLllCHUE MOJydeHUs HHGOpMAlUU 3aUHTEPECOBAHHBIM CYOBEKTOM (WJIM BO3JEHCTBUS Ha
MH(OPMAIINIO) C HApYIIEHHEM YCTaHOBJICHHBIX IIPAB MM TPABUIL

SAHIMITAEMASI UHO®OPMAIUSA - undopmarys, sBISIFOIIAsACS MPEAMETOM COOCTBEHHOCTH U
MOJJIEKAIAs 3alllUTe B COOTBETCTBUM C TPEOOBAaHUSMU IPABOBBIX JOKYMEHTOB WM TPEOOBaHMSIMH,
yCTaHaBJIMBAEMbIMU COOCTBEHHHUKOM HH(POPMALIUH.

SAIIMIMAEMBIE TMOMEIIEHHUS — nomemenus, CHEMUAIBHO TMpeIHA3HAYCHHBIC IS
NpOBEEHUS KOH(MUACHIMAIBHBIX MEpONpUsATHH  (coBemaHuii, oOCyxkIeHul, KoH]epeHuuH,
[IEPErOBOPOB U T.I1.).

SAIMMIIEHHOE CPEJCTBO BBIYUCJUTEJLHOM TEXHUKH GAIIUIIEHHAS
ABTOMATU3UPOBAHHAS CUCTEMA) - CpPEACTBO BBEIYUCIIUTEILHONU TEXHUKH
(aBTOMaTHU3MPOBAaHHAs CUCTEMA), B KOTOPOM peain30BaH KOMIUIEKC CPEJCTB 3allUThI.
NHO®OPMALUOHHBIE PECYPCBI - otaenbHble JOKYMEHTBI M OTIEJIbHBIE MAaCCHBBI
JOKYMEHTOB, JJOKYMEHTbI MU MAacCHUBBI JIOKYMEHTOB B MH(OPMALMOHHBIX cHUcTeMax (OuOIHOTeKax,
apxuBax, poHmax, OaHKax JTAaHHBIX, IPYrHX HHPOPMAITHOHHBIX CHCTEMaX)

NJAEHTUOUKALMS — npucBoeHue cyobekTaM M 0O0bEKTaM JAOCTyna HJeHTU(dUKaTopa U (WUIH)
CpaBHEHHUE NPEIBSABISEMOr0 HACHTU(PUKATOPA C IEPEUHEM IIPUCBOEHHBIX UIEHTU(UKATOPOB.
NJAEHTUOUKATOP JOCTVYIIA — yHuKanbHbIM MpU3HAK CYyOBEKTa UM OOBEKTa TOCTYIIA.
KOMIUIEKC CPEJACTB 3AIIUTBI — coBOKYNHOCTH HPOrpPAMMHBIX W TEXHUYECKHUX CPEICTB,
co3JlaBaeMas U MOJIepKUBaeMasi sl 00eCTIeUeH sl 3allUThl CPEJCTB BHIUUCIUTEIBHOM TEXHUKU HITU
aBTOMATHU3HPOBAHHBIX CUCTEM OT HECAHKIIMOHUPOBAHHOI'O JOCTYIa K HH(OpMALIUH.
KOHTPOJIUPYEMAS 30HA - npocTpaHCTBO (TE€ppUTOpHUS, 3[aHUE, YacTh 3[aHHA), B KOTOPOM
UCKIIIOYEHO HEKOHTPOJUPYyEMOe MpeObIBaHUE COTPYIHUKOB M TOCETUTENEH OpraHU3alllu, a TakkKe
TPaHCIIOPTHBIX CPENICTB.

KOHOUJIEHIHUAJIIBHAA UHO®OPMAIIUA — unbopmamnus ¢ OrpaHUYEHHBIM JOCTYIIOM, HE
coJieprKalliasi CBeIEHNMN, COCTaBIISIFOIIMX TOCYIapCTBEHHYIO TallHY, JOCTYN K KOTOPON OrpaHUYMBAETCS
B COOTBETCTBUHM C 3aKOHOATENIbCTBOM Poccuiickoit deneparum

HECAHKIIMOHUPOBAHHBIA JOCTYH - joctyn kK uHOGOPMAUMM MIM JeHCTBHA C
uH(popMalvel, HapyllarollMe MpaBUjia pa3rpaHUYEHUs] JOCTyNa C MCIOJIb30BAaHUEM IITATHBIX
CPEICTB, NPEAOCTABISIEMBIX CPEICTBAMHM BBIYMCIUTEIBHON TEXHUKM WM aBTOMAaTU3MPOBAaHHBIMU
CHUCTEMaMH.

HAPYHIUTEJIb TNPABUJI PA3BI'PAHUYEHUSA JOCTYIIA — cyObekr jocryma,
OCYILIECTBIISAIONINNA HECAHKIIMOHUPOBAHHBIN TOCTYN K HH(OPMALIHH.
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OBBEKT JOCTYHA - enunnna uH(GOPMAIMOHHOIO pecypca aBTOMATU3MPOBAHHOW CHUCTEMBI,
JIOCTYTI K KOTOPOM peryiaMeHTUPYeTCs MpaBUjlaMH pa3rpaHUUueHUs JOCTYIa.

OPTAHM3ALIUA 3AIUTHBI UHOOPMAILMUU - coxepxanue U MOPSAOK ACHCTBUN IO
oOecIeueHunIo 3anuThl HHPOpMaIuu

OCHOBHBIE TEXHUYECKHUE CPEJACTBA MU CHUCTEMBbI - TtexHuyeckue CpeicTBa u
CUCTEMBI, a TaKKe WX KOMMYHHUKAIIMH, HCIOJIb3yeMble Uisi OOpaOOTKH, XpaHEHWUs M Iepeaayu
KoH(UIEHIMATEHON HHpOpMaIu

IMAPOJIb — unentudukatop cyObeKTa T0CTyIa, KOTOPBIHA SBISIETCS €ro (CyOBEKTa) CEKPETOM.
CUCTEMA PA3I'PAHUYEHUSA JOCTYIIA — COBOKYIHOCTb DPEATU3YEMBIX IIPABUI
pasrpaHUyeHHs IOCTyIa B CPEACTBAX BBHIUUCIUTENbHON TEXHUKHU HJIM aBTOMAaTU3HUPOBAHHBIX CHCTEMaX
CAHKIIMOHUPOBAHHBIN JTOCTYII K MH®OPMAIIUM — noctyn Kk uHPOpMAIMH, HE
HapyLIAOIIUN TpaBUIia pa3rpaHUYeHUs JOCTYIIA.

CEPTU®UKAT 3AIIUTBI -~ 10KyMeHT, YyIOCTOBEPSIONIMN  COOTBETCTBHE  CpPEJICTBA
BBIYHCIUTENIbHON TEXHUKH WM aBTOMaTU3UPOBAHHOW CHCTEMbl HAOOPY ONpENeNeHHbIX TpeOOBaHUM
0 3alIUTE OT HECAHKIIMOHMPOBAHHOTO JOCTYyMAa K MHPOPMALMHU M JAIOMIKUK IPaBO pa3padOTYHKy Ha
MCIOJIb30BaHKE U (UJIM) PacpOCTPaHEHHE UX KaK 3allUIICHHBIX.

CUCTEMA 3AIINTHI UH®OPMALNNU OT HECAHKIHIMOHUPOBAHHOTI'O JOCTYVYIIA -
KOMIUIEKC OpTraHU3allMOHHBIX MEp M MPOrPaMMHO-TEXHHMYECKHX (B TOM UHCIIE KPUOTOrpaUUECKUX)
CPEICTB 3alllUThl OT HECAHKIIMOHUPOBAHHOIO JOCTyNa K HMH(OpMAalMM B aBTOMAaTH3UPOBAHHBIX
CUCTEMax.

CPEACTBO 3AHIUTHBI OT HECAHKIIMOHUPOBAHHOI'O JOCTYIIA — nporpaMMHoe,
TEXHUYECKOE WM MPOTPAMMHO-TEXHUYECKOE CPEJICTBO, MPEeIHAa3HAYCHHOE AJIs IPEIOTBPAICHHS WU
CYLIECTBEHHOI'O 3aTPyJHEHUS HECAHKI[MOHUPOBAHHOT'O JI0CTYIIA.

CPEJCTBO KPUIITOTPA®UYECKOM 3AIIUTHI HH®OPMALMU —peanusyomue
AITOPUTMBI  KpHUNTOrpaduyeckoro mnpeodpazoBaHuss WHPOPMALWHU alNapaTHbIE, NPOTPaAMMHBIC |
anmnapaTHO-POTPAMMHBIE CPEACTBA, CUCTEMbl M KOMIUIEKCHI, MpeIHA3HAYCHHBIC IS 3alUThl
nHopMmanuu, obecreunBarone 0e30MacHOCTh WH(OpMalMM Mpu ee 00paboTKe, XpaHEHHH U
nepeaye 1o KaHajlaM CBS3H.

CYBBEKT JOCTYIIA — nuuo wiM npoiecc, AeHCTBUS KOTOPOro perjaMeHTHUPYIOTCS IpaBUJIaMu
pasrpaHMyeHHs JOCTyIa.

HNEJOCTHOCTBb HH®OPMAILIMH — ycroitunBocTs HHGOPMAIUU K HECAHKIIMOHUPOBAHHOMY WU
cllyyailHOMy BO3JIEHICTBHIO Ha Hee B Ipolecce 00pabOTKM TEXHUUECKUMHU CPEICTBAMH, PE3YJIbTaTOM
KOTOPOT'O MOXKET OBbITh YHUUTOKEHUE U UCKaKEHUE MH(POPMAIIH.



1.

OBIIME ITOJIOXEHUA

1.1. Hazuauenune Konuenuuu

Hacrosimass Konnenmms onpenenser cucTeMy B3IJISI0B Ha Mpobiemy obOecreueHus
KOMIUIEKCHOW Oe30macHOCTH MH(OpMAallMd M YCTaHABIMBAET MOPAJOK OpraHU3aluyd W IpaBHIia
obecrieuenuss uHpopmarnronHoi OesomacHoct B ['BIIOY «HI'T», pacnpenenenue (QyHKUui u
OTBETCTBEHHOCTH 3a oOecrieueHre WH()OPMAIMOHHOW 0e30macHOCTH MexXay coTpyaHukamu ['BIIOY
«HI'T», TpeboBanuss 1O MHPOPMALMOHHOW OE30MACHOCTH K HH(GOPMAIMOHHBIM CpEICTBaM,
npumensembiM B ['BIIOY «HI'T». JlokymMeHT mpencraBiser coO0H METOI0JIOTMYECKYI0 OCHOBY ISt
pa3paboTKU U pean3alui KOMIUIEKCHBIX IeJIEBBIX MPOrpaMM OOecTIeYeHus 3aIuThl HH(OpMAIMK Ha
oowvekTax napopmaruzanuu ['BITOY «HI T».

1.2. Cdepa npumenenusi Konuenuuu

Tpe6oBanus Hacrosimer Konuenmun o6s3atenbbl s Beex cotpyaHukoB I'BIIOY «HI'T» u
pacrpoCTpaHAOTCS Ha:

aBToMaruszupoBaHHble cucteMmbl I BIIOY «HIT»;
CPEICTBa TEJIEKOMMYHHUKALW;
IIOMEILEHUS;

corpyauukoB ['BITIOY «HITy.

Buyrpennue nokymentsl I'BIIOY «HI'T», 3aTparuBaroniye BOIpPOCHI, paccMaTpuBAEMbIEC B
JAHHOM JIOKYMEHTE, JIOJDKHBI pa3paldarbiBaThcs C€ y4deToMm TmonokeHuid Konuenmmu wu  He
MIPOTUBOPEYUTH UM.

1.3. IIpaBoBasi ocHoBa KoHuenmun

HpaBOBYIO OCHOBY KOHI_ICHI_II/II/I COCTaBJIAIOT:

Koncrurynus Poccuiickon @enepanuu;

®enepanbHblii 3akoH «O 6e3omacHocTH» oT 28.12.2010 Ne 390-D3;

®enepanbhblil 3ak0H «O cBsa3u» ot 07.07.2003 Ne 126-D3;

®enepanbHblil 3ak0H «O kommepueckoi TaiiHe» oT 29.07.2004 Ne 98-D3;

@enepanbHblil 3akoH «O0 MHPOpMaIUK, HHPOPMALMOHHBIX TEXHOJOTHSX U O 3alUTe
uHpopmanun» ot 26.07.2006 Ne 149-03;

Hoxtpuna wuHpopmanmonHoi Oe3zonacHocTn Poccuiickoit deneparuu, yTBepx)acHa
[Tpesunenrom Poccuiickoit @enepammu 09.09.2000 [Tp-1895;

CrenmanpHble  TpeOOBaHUS M PEKOMEHJAIMM 1O  TEXHUYECKOH  3ammre
koHpuneHmanbHoi nadopmaru (CTP-K), IN'ocrexxomuccust Poccun, 2002r.
®enepanbHblii 3aKk0H «O TEpPCOHATBHBIX JaHHBIX» OT 27.07.06 Ne 152-®3 (B pen. oT
27.07.2011);

['OCT P UCO/MBK 17799-2005. Uudopmanmonnas texHonorus. [Ipaktuueckue
IpaBuJia yrpasieHHust HHOOPMAIIMOHHONW 6€30MacHOCThIO"

(ytB. IIpukazom Pocrexperynuposanus ot 29.12.2005 N 447-cr)

JIpyrue 3aKOHOJATENbHBIE aKThl, PYKOBOJIANIME W  HOPMATUBHO-METOIUYECCKHE
nokymMeHThl Poccuiickoit ®denepanmu B oOmacTu oOecriedeHUs: WHGOPMAITMOHHON
0e30IMacHOCTH.

1.4. Hean u 3aga4yu odecnevyeHus1 6€30MaCHOCTH UH(PoOpMALNH



8

['maBHas nenb obecrieueHus 6e3zonacHocTH HHpopMaru, nupkymupyrouieit B ' BIIOY «HI Ty,
- peanuzaius TMOJIOKEHHM 3aKOHOJATEIbHBIX akTOB Poccuiickoit ®enepaniui W HOPMATHBHBIX
TpeOoBaHUN TO 3amuTe WHPOPMAIMM OrPAHMYCHHOTO JOCTyma (malee 1O TEKCTy -
KOH(MUISHIMATBHON WM 3alMIacMoi MHQOpMAIMKM) U IpeJoTBpalleHue yiiepda B pe3ynibTare
pasrialieHus, yTpaTbl, yTEYKH, HCKAKEHUS W YHUYTOXKCHUS WHPOPMAIMH, €€ HE3aKOHHOTO
WCIIOIB30BaHUS ¥ HapylIeHUus paboThl HH(GOPMAIIMOHHO-TEJIEKOMMYHHUKAITMOHHON cucTembl I BITOY
«HIT».
OcHoBHBIMU 1IENIAMU OOecTiedeHus 0e30macHOCTH HHGOPMAIUU SBISIOTCS:
- NpeAOTBpalllCHWE  yTeUKH,  XHUIICHWS,  WCKXCHHUS,  TMOMICIKH  HHPOpPMAIHH,
uupkyaupytomeit B I'BITOY «HI Ty;
- TOpeNoTBpallleHHWE  HApyIIEHWH  MpaB  JIMYHOCTH  KJIMEHTOB  Ha  COXpaHEHHue
kKoH(puaeHnmranbHOCcTH nHopmaruu, mupkyaupyromieit B UTKC I'BITIOY «HI T,
- MpeAoTBpallleHHnEe HECAHKITMOHUPOBAHHBIX JEHCTBHI 110 OJIOKUPOBAHUIO HHPOPMAITUH;

OCHOBHBIMH 3aJad4aMu obecneyeHns 6€30MaCHOCTH I/IH(bOpMaI_[I/II/I SABJIAKOTCA:

- COOTBETCTBHE IOJIOKEHUAM 3aKOHOJATEIbHBIX aKTOB M HOPMATHBHBIM TPEOOBAHHSM IO
3amuTe nHpopManuu;

- CBOGCBPEMECHHOE BBISBICHHE, OIEHKA © TPOTHO3MPOBAaHME HCTOYHHKOB  yrpo3
UHPOPMALIMOHHOM 0€30IacHOCTH, NPUYMH M YCIOBHUH, CHOCOOCTBYIOLIMX HAHECEHUIO
ymep6a unTepecam ['BIIOY «HI'T», HapymeHHI0O HOPMalbHOTO (DYHKIIMOHHUPOBAHUS H
pazButust UTKC I'BIIOY «HI Ty,

- CO3JaHME MEXaHHW3Ma OIEpaTUBHOIO pEearupoBaHMsl Ha Yrpo3bl HHPOPMALMOHHON
0€30I1aCHOCTH U HETaTUBHbIE TEHJICHIIMU B CCTeME HH()OPMALIMOHHBIX OTHOIIECHUI;

- 9¢¢eKTUBHOE TpeceueHHe HE3aKOHHBIX IOCATATENbCTB Ha WH(GOPMAIMOHHBIE PECYPCHI,
TEXHUYECKHE CPe/ICTBA U MH(OPMAIIMOHHBIE TEXHOJIOTUH, B TOM YHCJE C UCIOIb30BAHUEM
OpraHU3al[MOHHO-TIPABOBBIX M TEXHUUECKHUX MEP U CPEACTB 3alIUThl HHPOPMALINH;

- CO3JaHHe YCIOBUM [JUI1 MAaKCUMaibHO BO3MOXXHOTO BO3MEILUECHHUS U JIOKaJIM3alUU
HaHocuMmoro uHTepecam ['BIIOY «HI'T» ymepba HenpaBOMEpHbIMU JEHCTBUSMU
(Gu3MUecCKUX U IOPUIMYECKUX JIML, OciIabjJeHHe HEraTUBHOTO BIIMSHUS W JMKBUAALUA
MOCIIEACTBUM HapyIIeH!s] THPOPMAIlMOHHOW 0€301acHOCTH;

- pa3paboTka HOpMATHBHO-TIPABOBOM 0a3bl oOecreueHUs] MH(POPMAIIMOHHOW 0€30MacHOCTH,
KoopauHanms jaestenbHoctd noapazaenennit ['BIIOY «HI'T» mo obecrnedyeHuio 3amuThl
uHpOpMaInH;

- pa3BUTHE CHCTEMbI 3alIUTHl, COBEPIICHCTBOBAHME €€ OpraHu3aluu, (opMm, METOJ0B U
CPEACTB NPEAOTBPALICHUS, MAapUPOBAHUS M HEUTpalu3aluu yrpo3 HHPOPMALUOHHON
0€30MacHOCTH U JTUKBUJAIMH [TOCIIEJCTBUI €€ HapyIIeHHUS,

- CO3/1aHME U TNPUMEHEHHE 3alIMIIEHHbIX MH(OpManoHHBIX 00BekTOB M AUC, neHTpoB
00paboTKu 3anuiaeMoi nHpopmanuu;

- CO3J]aHWe, pa3BUTHE W COBEPUICHCTBOBAHME 3aIMIICHHOTO IOPHIMYECKH 3HAYHMOTO
3NIEKTPOHHOTO JIOKYMEHT0000pOTA.

- CO3/1aHME€ MEXaHHU3MOB, OOECHEeUMBAIOMIUX KOHTPOJIb CHCTEMBl HH(POPMALMOHHOM
0€30MacHOCTH ¥ TapaHTHUU JOCTOBEPHOCTH BBINOJHEHUS YCTaHOBJIEHHBIX TpeOOBaHUI
UH(POPMALIMOHHOM 0€30M1acCHOCTH

- CO3JaHME MEXaHU3MOB YIIPaBJICHUS CHCTEMON HH(DOPMAIIMOHHOW O€30MacHOCTH;



2. OBBEKTBI 3ALUTHI

2.1. Oobexramu 3ammtel ' BITIOY «HI'T» aBasrorcesa:

- uH(pOPMALMOHHBIE PECYPCHI;

- CpelcTBa U cUCTeMbl 00pabOTKH HH(pOpMaIUu;

- CpeACcTBa W CHCTEMBI 3allUThl HMHQOPMALUH, B T.4. KPUNTOTrpapUUEecKOW 3alIHUThI
nHpopmanuu;

- TIOMEUICHUS WM OOBEKTHI, IPeIHA3HAYCHHBIC IS BEACHUS 3aKPBITHIX IIEPETrOBOPOB.

2.2. Unpopmanmnonnsbie pecypebl 'BIIOY «HI'T»

[Ton wnbopmaunonueiMu pecypcamu B I'BIIOY «HI'T» mnoHuMalTCs COBOKYIHOCTH
CBEJICHUH B 3JEKTPOHHOM M OyMakHOM Buje (0a3a JaHHBIX, 3JIEKTPOHHAs OMOJIMOTEKa, peecTp,
¢dboHA, apxuB U Apyrue BHIb WH(POPMAIMOHHBIX MAaCCHBOB), MOAJCPKHBAEMbIE IPOrPAMMHO-
TEXHUYECKMMHU CpPEACTBaMHU aBTOMAaTH3MPOBAHHOW MH(POPMALMOHHOM cucteMbl. MHpopMannoHHbsie
pecypchl PEACTABISAIOT CO00H XpaHUIUIIA JaHHBIX, H3 KOTOPOTO IMyTeM CHENHATU3UPOBAHHON
00pabOTKM TMOJIB30BATENI0 MPEAOCTABISIETCS HHPOpMaLMs Ha BJIEKTPOHHBIX WJIH OyMa)KHBIX
HOCHUTEJISIX, B TOM YHCIIE B BUJI€ OTAENbHBIX (pparMeHTOB 6a3 JaHHbBIX, OTYETOB U CIIPABOK.

Texnomornyeckoidr OCHOBOM (OpMUPOBaHHSA HWH(OPMALMOHHBIX PECYPCOB  SIBISETCS
IIPOrPaMMHO-TEXHUYECKAsT  cpefa aBTOMATU3UPOBAaHHBIX UH(POPMALIMOHHBIX CUCTEM,
ucnonb3dyembix B [BIIOY «HI T».

Ucnons3yempie B uHpopmanuoHHbix  cucremax [BIIOY  «HI'T»  Texnonoruu

B3aUMOJEHCTBUS pu 00paboTKE MHPOPMAIIMOHHBIX PECYPCOB BKIIFOUYAIOT:

- DJIEKTPOHHYIO MouTy (poToKoisl SMTP u IMAP);

- ANEKTpPOHHBINA 00MeH (aitnamu (mpotokon FTP);

- oOMeH (aiimaMyu Ha MarHUTHBIX HOCUTENSIX B popmate XML;

- Web-mocrym k pecypcam cetu (mpotokosbt HTTP/HTTPS/HTML);

- TEXHOJIOTHUIO TEPMHMHAIBHOIO JOCTyIa IS B3aWUMOACHUCTBHS C yAAJEHHBIMU I0JIb30BATEISA

(nmpotokon RDP);

OcHosnbim ucmounukom vHGOpPMALMU Ui HANOJHEHUS NepBUYHbIX 0a3 naHHbIX MTKC
SBJIAIOTCSI JOKYMEHTBI M cO00IIeHus, nocrynatoume ot cotpyaHukoB ['BIIOY «HI'T» wu BHemHux
OpraHu3aLui.

Nudopmanmonnoe u dynkauonansHoe B3aumojeiicteue y3moB WUTKC I'BIIOY «HI'T»
OCYILECTBISETCS Ha OCHOBE MHTETPUPOBAHHBIX (JIOTMYECKH €MHBIX) 0a3 JaHHBIX, 00ECIEUNBAIOIINX
nomxkHocTHBIX ull  ['BIIOY «HI'T» Tpebyemoit unpopmarueil.

Oomen unghopmayueii OCyeCTBISIETCS:

- BHYTPU Y3JIOB - IO JIOKAJbHBIM BBIYUCIUTEIBHBIM CETSAM - MPOTPAaMMHBIMU H
TexXHu4YeckuMu cpeactBamu JIBC B COOTBETCTBUHU C TPAHCIIOPTHBIMHU NMPOTOKOJIAMU 0OMeHa
uH(popMalen Mex1y abOHEeHTaMu;

- wMexay y3namu UTKC TI'BIIOY «HI'T» u uHOpManuoHHBIMEH CHCTEMaM{ BHEIIHUX
OpraHM3alii W BEJOMCTB - MO KaHajJaM CBs3W (WM Ha MarHUTHBIX HOCHUTENSNX) B
COOTBETCTBHUU C COTJIAIICHUSIMHU U ITPOTOKOJIAMH 110 0OMEHY HH(pOpMaIHEH.

Bes undopmanus, xpanumas, oOpadareiBaemast win nepegaBaemasi B pamkax ['BIIOY «HI'T»
C HCHOJb30BaHMEM HMH(OPMAIIMOHHONW CHCTEMBI, KJIACCU(PUIMPOBAaHA IO CTEMEHU BaXKHOCTU MU
KPUTHYHOCTH Ha CJIEYIOIINE KaTerOpHH.

Kondunenuuaabnass nHpopmanus

K koHOuaeHnmanpHOH OTHOCHUTCS HMH(OPMAIUS, COCTaBIAIOMIAs KOMMEpPYECKYIO TaiiHy,
nHpopMmanus o (akTax, COOBITHUIX U OOCTOSATEIHCTBAX YACTHOM JKU3HM TpaKJaHWHA, TMO3BOJISIOIIAS
UICHTHQUIMPOBATh €ro JUYHOCTh (TIEpCOHANBHBIC MJAaHHBIE), 3a HWCKIIOYECHUEM CBEICHHIA,
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MOJUIeXKAIUX PACHPOCTPAHEHUIO B CPEACTBaX MAaccOBOM HMH(POpPMAlMUM B  YCTaHOBJICHHBIX
¢denepasbHBIME 3aKOHAMH CIIydYasiX, a Takke Jro0as apyras 3akpbiTas HHOOpMAanus, SBISIOMASNCS
cooctBenHocteio I'BIIOY «HI'T». Ilpu obpaboTke 3Toii MHPOpMauU HEOOXOAMMO COOIIOAATH
TpeboBanus “CrennanbHbIX TPeOOBAaHUN M PEKOMEHIAIMN 1O 3aluTe HMH(POPMAIMH ¢ OTPAaHHYCHHBIM
noctynoM, obpabatsiBaeMoilt Texuudeckumu cpenctBamu (CTP-K) I'ocymapcTBeHHOM TeXHHUYECKON
komuccun nipu [Ipesuaente PD, nonoxenus denepanbHoro 3akoHa «O MEPCOHANBHBIX JAHHBIX», a
TaKXKe MPOYMX HOPMATHUBHBIX MPABOBBIX aKTOB, PErJaMEHTHUPYIOIIUX PaboTy ¢ KOH(HUACHIUAILHOU
nHpopManuen.

[lpu xpanenuu, mnepemade M o0OpabOTKe MaHHON HHPOPMAIMK HEOOXOIUMO O00eCHeYuTh
MaKCHMaJIbHBIN YPOBEHB €€ 3aIlUTHI.

Cuay:xeOHast uHpoOpMaUs

K cuyxebOHoil wmH(bOpManuu MOTyT OBITH OTHECEHBI IIOOBIC CBEACHHS, OTHOCSIIHMECS K
nestenbHocTH ['BIIOY «HI'T», HECaHKIIMOHUPOBAHHOE PACIPOCTPAHEHUE KOTOPBIX MOKET IPUBECTH
K OTPHUIIATEIbHBIM SKOHOMHUYECKHM, ITHYECKUM WM MHBIM mocienctBusim st [BIIOY «HI Ty.
Xpanenue, o0paboTka U mepenaya Takoi MH(OpPMALUU TOJDKHA OCYIIECTBISATHCS B COOTBETCTBUU C
TpeOOBaHUSMHU HACTOSMICTO IOKYMEHTA.

Pabouas unpopmanus

Pabouas mHbopmaiusg BkiIO4aeT B ce0si CBEJNEHHUS, MMEIOIINE OTHOIIEHHWE K BHYTPEHHEH
nesitenbHocTH  [BIIOY «HI'T» w He oTHOcAmuecs K KOH(MUICHUMATBHOW WM CIy)KEOHOU
nHopmanuu. [Ipu XxpaHnenuu, nepenadye u oOpaboTke Takoi MHDOpPMAIUU HEOOXOAMMO OO0ECIICYUTh
MaKCHMaJbHBI ypPOBCHb €€ IEIOCTHOCTH W AayTEHTUYHOCTH B COOTBETCTBHUU C TOJIOKCHUSIMHU
HACTOSAIIETO TOKYMEHTA.

IIpoune BuaAbI HH(pOPMALHNHU

Jns mnpouux BHIOB HMHPOPMAlUU MOPSAOK XpaHEHUs, Imepegayd U oO0pabOTKu C
HCIIOJIb30BAHUEM aBTOMATU3UPOBAHHBIX CUCTEM HE PEITIaMEHTUPYETCA.

2.3. CpeacTBa M cucTeMbl 00padoTKH HHPOPMALIUH

CpenctBa u cucteMbl 00pabotku wuHbpopmammu ['BIIOY «HI'T» mnpexacraBmsitor coboii
COBOKYITHOCTh TPOrPaMMHOI0 oOecreueHus: UM TEXHUYECKUX CpeACTB 00paboTKM U mepeaayu
nH(popmaluy, a Takke cuctemy Teaekommynukanuil (CTK).

Texnunueckoe odecnevenne (TO) BKiOUaeT caeayrone KOMIOHEHTHI:
— cepBepHbIe KOMIUIEKCHI (II1aTGOopMbl);
— paboune CTaHINH MMOTH30BATENEH;
— TEXHHUYECKHE CPEeJICTBA BBOJIA/BHIBOIA MH(MOPMAIIUH:
—  CKaHepsbl;
— TPUHTEPHI.
— CpEeICTBa XpaHEHMS U apXUBUPOBAHUS JAHHBIX;
— aKTHUBHOE M NacCUBHOE 000py0BaHKE JOKaIbHOH BerurcauTenbHol cetu (JIBC);
— cpenctBa b6ecriepeOboiHOr0 MUTaHUS.

Cucrema Ttenekommynukaumii (CTK), nomnepxuBaer MHGOPMALMOHHBIM OOMEH MEXIY
BHYTpEHHUMHU aboHeHTamMu # uH(opmannoHHbiMU cuctemamu ['BIIOY «HI'T», a Taxxke
MH(POPMALIMOHHYIO CBSI3b C BHEIIHUMH aboHeHTamMu. B cucremuoii apxurekrype CTK BbiieneHs
cieayromue GyHKIHOHAIbHBIE MTOACUCTEMBI:

— Tpauncnopraas noncucrema;
— BenomcrBeHHas TenedoHHas CeTh;
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— Tloacucrema ynaneHHOTO H0OCTyMa K HHGOPMAIMOHHBIM pecypcam;
— Iloacucrema 371€KTPOHHOM TTOYTHI;

— Tloacucrema cepBucoB riobanbHON cetn MHTEpHET;

— Tloacucrema ynpaienusi, MOHUTOpUHTA 1 o0cyxuBanus CTK.

B coctaB mporpaMmMHoro ogecrnedyenust HHOOPMAIIMOHHBIX CUCTEM BXOJISIT:
— 0o0IecucTeMHOE IPOrpaMMHOE 00ECTIEUYCHHE;
— crnenuaibHOE (IPUKJIAAHOE) TPOrpaMMHOE 0OeCIIeUCHHE.

Obwecucmemnoe npoepammuoe obecnevenue BKIIOYAET B ceOs:
— CCPBCPHBIC U KIIMCHTCKUC OIICPALMOHHBIC CHCTCMBI;
- CYBJ;
— TaKeTbl O(UCHBIX TPOTPaAMM;
— AHTUBUPYCHBIEC IPOIPAMMBI;
— MAaKeThl IporpaMm Jyisi TpyNnnoBoi paboThl
— TEpPMHHAJIBHBIE CEPBEPHBIEC U KIIMEHTCKUE IPOTPaMMBbl
—  CpEeACTBa MIEKTPOHHOMU ITOYTHI;
— CpejcTBa yIpasieHHUs HHPOPMALIMOHHON 0€3011aCHOCTHIO;
— CpEACTBa YIPaBJICHUS U aAMUHUCTPUPOBAHUS CUCTEMOM;

Cneyuanvroe npoecpammuoe odecneverue (CI1O) sBIseTcs COBOKYMHOCTHIO aHAIUTUYECKUX U
JIOTUYECKMX METOJOB M QJITOPUTMOB, NPOrpaMM HX pealM3aliH, OTPAKAIONINX CHCHH(PHKY
aBTOMATU3HPYEMbIX MPOIIECCOB U MpeIHA3HAYCHHBIX 711 00eCHeUeHus AesTeIbHOCTH TOJKHOCTHBIX
muu ['BITOY «HIT».

2.4. Cpeacrna odecnieyeHHs

[Tox cpencrBamu ob6ecneuenuss I'BIIOY «HI'T» moHuMMaroTcss BcrioMoraTeabHble HHKEHEPHO-
TEXHUYECKUE CHUCTEMBbI, HE YydyacTBylomue B 00paboTke wuHGOpMAIMK,  COAepKaIiei
KOH(HIeHIIMaTIbHBIE CBEJICHNs. B 00111eM BHJIe K 3TUM CUCTEMaM OTHOCSTCS:

—  CHCTEMBI JIEKTPONUTAHUS U 3a3€MJIEHUSI OOBEKTOB;

— CHCTEMBI CBsI3U (BEJOMCTBEHHOM, MEX/1yTOPOIHEH, TOPOICKOM, BHYTpEHHEN ), HE
IIPEAHA3HAYEHHOM JIJIS 3aKPBITHIX IIEPErOBOPOB;

— CHCTEMBI IOKapHON M OXPAaHHOW CUTHAIIM3ALINN;

—  DJIEKTPOHHBIE CHCTEMBI KOHTPOJIS U YIIPABIICHHUSI TIOCTYIIOM Ha TEPPUTOPUIO U B
MIOMEILEHUS;

— CHCTEMBI IPOMKOTOBOPSILEH CBSI3U U ONIOBEIICHMUS;

— CHCTeMbl KOHJUIIHOHUPOBAHUS, OTOIIJICHUS M BO3yXOCHA0KEHHUS.

2.5. O0beKTBI, MpeTHA3HAYEHHbIE 1JIs1 BeJIeHUs 3aKPBITHIX EPEroBopoB

B kadectBe OOBEKTOB, TpeTHA3HAYCHHBIX JJS BEICHUS 3aKPBITBIX IEPETOBOPOB,
HEeoO0XoauMo paccMaTpuBath cienayromue nomemenuss ['BIIOY «HI Ty:

— KaOWHETHl PYKOBOJILErO COCTaBa, HUCHOJNb3yeMble Uil OOCYXIeHHS KOH(UIEHIHUATbHOM
uH(pOpMaINH;

— THOMCHICHUSA IJIA MPOBECACHHUA COBCHIaHI/Iﬁ " MEPETOBOPOB IO KOH(l)I/I}IeHHI/IaJIBHI)IM BOIIpocaM
(KOMHATBI IEPErOBOPOB, KOH(PEPEHL3AIIBI);

— Jpyrue TOMENICHHS, B TOM YHCIE W TEXHUYECKHE, B KOTOPBIX MOKET OOCYXIaThCs
KOH(pUACHIMATbHAS HHHOPMAIIHS.
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3. MOJIEJIb YIT'PO3 BE3OIACHOCTU MH®OPMALIMMA B TBIIOY «HIT»

3.1. OcHoBHBIE (hAaKTOPBI, BO3AelCTBYIONIINE HA HHPOPMAIHOHHYIO 0€30MaCHOCTh
I'BIIOY «HI'T»

OcHoBHBIMU (aKTOpaMH, BO3JCHCTBYIONIMMH Ha HWHGOpMaImoHHy0 Oe3omnacHocts ['BIIOY
«HI'T», aBasroTcs:

— Ipuponusiii ¢axrop. COBOKYNHOCTH YIrpo3 MPHPOTHOTO XapaKTepa, SBIISIOLUINXCS
CIIEICTBUEM  BO3JEHUCTBHUS  €CTECTBEHHOM HENPEOJOJIMMON  cuibl  (CTUXUH) —
3eMJIETPSICEHUs], HABOJIHEHHUSI, METEOPOJIOTHUECKUE KATAKIM3MbI U T.I., IPUBOJSAIINAE K
YCTOMYHUBOMY HapyILICHUIO (byHKIMOHUPOBAHUS MH(POPMAIMOHHBIX u
TEJIEKOMMYHUKALMOHHBIX PECYpPCOB, BIUIOTh A0 HX yTpaTbl WA (U3HYECKOTO
VHUUYTOXKEHUS. BeposSTHOCTH ompenensercs CHeHUu(PUKON TEepPUTOpUH, HA KOTOPOU
TUCIIONUPYETCS  3alllUIaeMblii OOBEKT — MHOTOJIETHUMU METEOpPOJIOTMYECKUMU
HaOJII0/IEHUSIMU, T€0TEKTOHUYECKUMHU JTaHHBIMHU U JIP.

— Texuorennsiii (akrop. COBOKYIMHOCTh yrp03 HMCKYCCTBEHHOTO XapaKTepa, BBI3BAHHBIX
pe3yibTaTaMH 4YeJOBEYECKOM JEeATeIbHOCTH (LUMBMIM3ALMKM) — I[OKapbl, B3PbIBBI,
3aTOIUICHUsA, paJUalMOHHBIE M XHUMHUYECKHE 3apakKCHMs, DJHEPreTHUYECKHE aBapuH,
paspeleHue KOMMYHHKAIMil, B TOM 4YUCJIE — B PE3y/lbTaTe€ TEPPOPUCTUYECKUX AKTOB,
JTMBEPCHi, MAaCCOBBIN OECIIOPSAKOB U BeIeHUs OOEBBIX JACHCTBHIA.

— Cucremublii  paxktop. Bo3HHKHOBEHHE yrpo3bl HEIOCTHOCTH HH(pOpMauu W (WiIH)
(YHKIMOHUPOBAHUIO HH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIX CPEJICTB, CHUCTEM H
ceTell B pe3ysbpTare OMMOOK B UX NMPOEKTUPOBAHUM U pa3pabOTKe MM BO3SHUKHOBEHMS
BHYTPUCUCTEMHBIX cO0€B ((haTanbHBIX OMIMOOK) MPU HUX AKCIUTyaTallMd, B TOM YHUCIE —
U3-32 HECOBEPILIEHCTBA WM KOH(MJIMKTOB IPOTPaMMHOIO  OOecredyeHus MU
HEUCIIPAaBHOCTU 000PYOBaHUSI.

— UYenoseueckuii Qaxtop. Bo3HMKHOBEHHME yrpo3bl 0e30macHOCTH HMHQOpMAUH B
pe3yibTare OTCYTCTBUS MNPO(EeCCHOHANBHBIX HAaBBIKOB, HEAOCTATOYHOW MOATOTOBKH,
XaJIaATHOCTH, HEHAJUIEXKAILETr0 HCIIOJIHEHHs 00s13aHHOCTEH MM 3JI0T0 YMBIC/IA [IEPCOHANIA,
HKCIUTYaTUPYIOIIEr0 HWH(POPMAIMOHHO-TEIEKOMMYHHUKALIMOHHBIE CPEJICTBA, CUCTEMbI U
CEeTH, pa3pabOTUYMKOB MPOrPaMMHOI0 OOECIIEUeHHUs U MOJIb30BaTENeH, UMEIOIINX J0MYCK
K MH(pOpMalMK Ha 3aKOHHOM OCHOBaHMM. Hapyienue npasuin skcrutyatanuu OBM, ux
CUCTEM U CeTell TMIaMu, OTBETCTBEHHBIMHU 3a 3Ty paloTy.

— Kpumunaneneiif  ¢axtop.  LlenenampaBieHHoe — BHEIIHEE  BO3JIEHCTBUME  Ha
UH(POPMALIMOHHBIE pecypchl M HMH(OPMAIIMOHHO-TEICKOMMYHHUKAIIMOHHbBIE CPEJICTBa,
CUCTEMBl M CETU («aTaku», BTOPKEHUS) C LEIbI0 YHUUTOXKEHHs, OJOKUPOBAHMS WIIU
KONMpOBaHUs HWHpOpMaluu, pa3paboTka UM BHEIPEHHE BPEIOHOCHBIX IPOrpamm
(BUpPYCOB, CUMYJISITOPOB, «TPOSIHCKUX» MPOrpaMM, KJIaBUaTypHBIX IEPEXBATYUKOB U JP.)
BHEJPEHUE CIELHAIBHBIX TEXHMYECKUX CPEACTB JJI1 HETJACHOIO  MOJIYYEHMS
uH(pOpMaLUH.

3.2. Yrpo3sl 6e30MaCHOCTH HH(POPMALUM M MX UCTOYHUKH

Nudopmanus, obpabareiBaemas B WTKC TBIIOY «HI'T», nmaer mnoTeHIMambHYIO
BO3MOYKHOCTb JJIsi IMPOSIBICHUSI Yrpo3 O€30MacHOCTH, BBI3BAHHBIX JEHCTBUSMH, MpPOLIECCAMH HITU
SBJIGHUSIMU, TPUBOJAIIMMU K HaHeceHuto ymepoa I'BIIOY «HI'T». [IpexycmaTpuBaercs aBa Tuma
yrpo3 6e30MmacHoCTH:

— CBf3aHHBIE C YTEUKOM uH(popMmanuu (pasrialieHue, yTeuka, HECaHKIHMOHHWPOBAHHBIN
JIOCTYII);
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— CBSI3aHHbIE C HECAHKIIMOHMPOBAHHBIM BO3JEHCTBMEM Ha MH(OpPMALMIO U €€ HOCUTENIH
(Mcka)keHHWe,  YHUYTOXKEHHWE,  KONMHUpOBaHWE,  OJIOKHUpOBaHWE,  yTpaTa,  COOi
(GYHKIMOHUPOBAHUS HOCHTEN HWH(poOpManuu, cOOM M OIIMOKKM TEXHUKH, OIIUOKHU
10JIb30BATEJEH, IPUPOIHBIE SABJICHUS, IPYTUE ClIydyaliHble BO3ICHCTBUA).

OCHOBHBIMH UCTOYHUKAMU yrpos 0e30macHOCTH I/IH(I)OpMaI_[I/II/I SABJIAIOTCA:

— Cruxuitaeie: CTUXHITHBIC O€ICTBUS, KATAKIN3MBbI,

— TexHoreHHBIC: aBapuu, COOHM U OTKa3bl 000PYAOBAHUS (TEXHHUYECKUX CPEACTB);

—  OmmOKku MPOEKTUPOBAHMS U Pa3pabOTKH KOMITIOHEHTOB AC (ammapaTHBIX CPEACTB, TEXHOJIOTHH
00paboTku nH(OpMAIUHU, TPOTPAMMHOTO O0ECIICYEHUS U T. I1.);

— AmnTtponorenssie: OMMOKN SKCIUTyaTalluu;
— AmnTtponorenssie: [IpennamepeHHble 1eHCTBUS HAPYIIUTENEH U 3I0YMBIIIIEHHUKOB.

3.3. Knaccudukanus cnoco6oB peanuzanuu yrpo3 uHGOpMaunoHHO# 6e30nacHOCTH

Yrpo3sl nHGOPMAIIMOHHOK 0€30MaCHOCTH 1O OTHOIICHUIO K 3alIMIIAeMbIM OOBEKTAM MOTYT
OBITh pa3/ieeHbl Ha:
— yIpo3bl, CBSI3aHHBIE C TPUMEHEHUEM TEXHUYECKUX CPEJICTB;

— YI'pO3bl, CBA3aHHBIC C UCIIOJIB30BAHUECM ITPOTPAMMHOI'O O6CCHC‘ICHI/I$I;

— YIpoO3bl, CBSI3aHHBIE C HAPYILIEHUEM TEXHOJIOTMYECKOTO Mpoliecca 00MeHa JaHHbIMU;

— YI'pO3bIl, CBA3aHHBIC C UCITIOJIB30BAHUCM ceTe nepcaadu faHHbIX.

3.3.1. IlyTu peajmu3anuu HenmpeIHAMEPEHHBIX CYOBEKTUBHBIX YIPO3 6€30MacHOCTH
uHpopmanuu

[Tonb3oBarenu, oneparopbl, CUCTEMHbIE aIMUHUCTPATOPhl U COTPYIHHUKHU, OOCITYKUBAIOILINE
uHpopmannonnsie cucteMbl I'BIIOY «HI'T», sBnstoTcs BHYTPEHHUMH HMCTOYHMKAMH CIy4alHBIX
BO3JICHCTBUI, T.K. UMEIOT HEMIOCPEACTBEHHBIIN JOCTYI K Ipoueccam o0paboTKy HH(YOPMALIUKA U MOTYT
COBEpLIaTh HEMpeJHAMEpEeHHbIe OIIMOKM W HapylleHUs JeHCTBYIOIIMX NpaBWI, HHCTPYKLIHUH U
Ipouenyp.

OcCHOBHbBIE TyTU peaqu3alliil HeNpeIHAMEPEeHHBIX HCKYCCTBEHHBIX (CYOBEKTHBHBIX) YIrpo3
nH(pOpPMaLIMOHHON 0e30MacHOCTH (AEWCTBUS, COBEpLIaeMble JIIOJbMU CIy4YailHO, MO HE3HaHHUIO,
HEBHUMATEIBHOCTH WM XaJaTHOCTH, U3 JFOOOMIBITCTBA, HO 0€3 3JI0T0 YMBICIIA) CIIETYIOIIHE:

JleicTBUS COTPYIHUKOB, MPUBOAIINE K YACTUYHOMY WJIM TIOJTHOMY OTKa3y CHUCTEMBI WUIIU
HApYIICHUIO pa0OTOCTIOCOOHOCTH aImapaTHBIX WK MPOTPAMMHBIX CPEJICTB: OTKIFOUCHHUIO
000py/IOBaHUsl WM U3MEHEHHUIO PEKUMOB PabOTHl YCTPONCTB U MPOTpamMM; pPa3pylICHUIO
WH(OPMAIMOHHBIX PECYpCOB CHCTEMbI (HEYMBINUJICHHAS TIOpYa 000PYAOBaHHS, YIaJeHHUE,
UCKaXEHHE mporpamMMm wuiu (aiioB ¢ BaxHOW WH(MOpManueld, B TOM YHCIIe CUCTEMHBIX,
MOBPEK/ICHUE KaHAIOB CBSI3M, HEYMBIIIUIEHHASI [TOpYa HOCUTENIEH HH(OPMAIUH U T.I1.).
HecaHKMOHUPOBAaHHBI  3alyCK  TEXHOJOTHYECKHX  MPOrpaMM, CIHOCOOHBIX  IpHU
HEKOMIIETEHTHOM HCIIOJIb30BAHUM BBI3BIBaTh IMOTEPI0 PabOTOCIIOCOOHOCTH CHCTEMBI
(3aBUCaHUS WU 3allMKIMBAHWS) WIH OCYIICCTBISIONMX HEoOpaTHMbIE W3MCHCHHS B
cucteme ((hopMaTUpPOBAHHE WM PECTPYKTYPU3ALMIO HOCUTeNeld MHPOpMaIuu, yAaleHUe
JAHHBIX U T.I1.).

HecankunoHnpoBaHHOE BHEJPEHUE U HCIOIH30BAHUE HEYYTEHHBIX MPOTrpaMM (UTPOBBIX,
0o0ydJaromux, TEXHOJNOTUYECKMX U JPYTHX, HE SBISIONIMXCA HEOOXOIUMBIMH IS
BBITIOJIHEHHUSI COTPYIHHUKAMU CBOUX CIYKEOHBIX OOS3aHHOCTEH) C TMOCICAYIOIINM
HEOOOCHOBAHHBIM PAacXOJ0BaHUEM pPecypcoB (IIPOLIECCOPHOTO BpPEMEHH, OMNEPATUBHOM
NaMSITH, TIAMSATH Ha BHEITHUX HOCUTEISX U T.I1.).

HemnpennamepeHHoe 3apakeHre KOMITBIOTEPA BUPYCaAMHU.
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Pasrnamenue, mepenaua wiM yTpara arpuOyTOB pasrpaHWYeHHUs JocTymna (mapoiei,
kimoue mudpoanus uiau DI, naeHTHGUKAITMOHHBIX KAPTOYEK, MPOIMYCKOB U T.I1.).
HruopupoBaHie OpraHU3allMOHHBIX OTpaHUYEHHUH (YCTaHOBIICHHBIX IPABUII) MPH paboTe B
CUCTEME.

HekxomneTeHTHOE HCIIONBb30BaHKME, HACTPOWKA WJIM HEMPABOMEPHOE OTKIIFOUEHUE CPE/ICTB
3alIUTHI CHEIMATMCTOM IO 3aIIuTe HHPOPMaIUH.

BBOI[ OIINOOYHBIX JAaHHBbIX.

3.3.2. IlyTu peaju3ainuu npeiHaMepeHHbIX CyObeKTHBHBIX YIP0o3 0€301acHOCTH
uHpopmanuu

OCHOBHBIE ~ BO3MOJKHBIE  IIYyTH  YMBIIUIEHHOW  JI€30praHu3alud  paboThl,  BBIBOJA
uHpopmannonubix cucteM [BIIOY «HIT» wu3 cTpos, NPOHUKHOBEHHS B CHCTEMY U
HECAHKIIMOHUPOBAHHOI'O J10CTyNa K MHGpopManuu (C KOPHICTHBIMU LENSAMHU, MO MPUHYXKJEHHIO, U3
KEJaHUSI OTOMCTHUTB | T.I1.) MOTYT OBITh CIIEIYIOIINMHU:

dusnueckoe pa3pylieHue UM BBIBOJ M3 CTPOs BCEX MIIM OTAENbHBIX HauOoJjiee BaKHBIX
KOMIIOHEHTOB aBTOMATU3UPOBAHHON CUCTEMBI (YCTPOICTB, HOCUTENEH BaXKHON CUCTEMHOM
uHPOpMALUK, JIUI W3 YHCIa TEpCOHajda W T.N.), OTKIIOYEHWE WM BBIBOJ W3 CTPOS
nojcucTeM obecriedeHus: GyHKIHOHUPOBAHUS BBIYMCIUTEIbHBIX CUCTEM (JIEKTPOIUTAHMS,
JIUHUMN CBS3U U T.I1.)

XuiieHue Hocutenaed MHPOpMalnuu (pacrneyaTok, MarHUTHBIX JTUCKOB, JICHT, MHUKPOCXEM
namsITH, 3alOMUHAOIUX YyCTpoilcTB M nensix [I9BM), xuiieHue mpou3BOJICTBEHHBIX
OTXOJI0B (pacreyaTok, 3anicei, ClIMCaHHBIX HOCUTENeH nH(POpMAIUY U T.11.)
HecaHKIMOHMPOBAaHHOE KOMMPOBAHUE HOCHUTENEH HMHPOPMALMM, YTEHHE OCTAaTOYHOU
UH(POPMALIUU U3 ONIEPATHBHOM IMAMATH M C BHEITHUX 3aIIOMUHAIOIINX YCTPOHCTB.
Hcnonp30BaHne 4yKUX IIpaB 10 10CTyny K pecypcaM AC myTeM HE3aKOHHOTO IOJy4YeHUE
naposied M JIpyrux peKBU3UTOB pa3srpaHUUYEHUs JOCTYyNa (ar€HTYPHBIM ITyTEM, UCIIOJIb3Ys
XaJIaTHOCTh II0JIb30BATENEH, MyTeM MOoJ00pa, MyTeM HMHUTAalMM HHTepdelica CHUCTEMbI
IpOTrpaMMHBIMHU 3aKJIaJIKaMu U T.1.).

HecankunonupoBanHoe ucnosb3oBanne APM mnonb3oBareneil, MMEOIUX YHUKaJIbHBIE
du3NYecKue XapaKTepUCTHUKH, TaKWe KakK HMsl paboueld CTaHIIMM B CETH, (U3UYECKUUN
aJipec, aipec B CUCTEME CBSI3U U ApPYTHE.

HecankunonupoBanHas MoaAMQUKaAnuUs MPOTPaMMHOIO 0O€credeHusi — BHEJPEHHE
nporpaMMHBbIX "3akianok" u "BupycoB" ("TposHCKMX KOHEH" M ">KydukoB"), TO €CTh TaKux
Y4YacCTKOB IPOrpaMM, KOTOpbI€ HE HY)KHBI JUIsl OCYIIECTBICHUS 3asBICHHBIX (DYHKIIMHA, HO
MO3BOJIAIOIIMX MPEOAOJeBaTh CUCTEMY 3alllUThl, CKPBHITHO M HE3aKOHHO OCYILECTBISATh
JIOCTYIl K CHCTEMHBIM pecypcaM C LENbK PETrUCTpallMd U Iepefadd 3allUIlaeMOoi
uH(pOopMaluu Win Ae3opranuzanuu GyHkurnoHupoBanus AC

IlepexBaT naHHBIX, IEPEJABAEMBIX 110 KaHAJIaM CBA3M, U UX AQHAINU3 C LEJIbIO MOIYYECHHUS
CBEJICHMI, B TOM YHCIIE OIPAaHUYEHHOI'O PACHpPOCTPAHEHUS M BBIICHEHMS] IPOTOKOJIOB
oOMeHa, MpaBUJl BXOXKJIEHUS B CBA3b M aBTOPH3AIMM IOJIb30BATeNIed M IOCIEIYIOIINUX
MOMNBITOK MX UMUTALMH [yl IPOHUKHOBEHHUS B CUCTEMY

BmematensctBo B nponecc pyHkunonupoBanusi AC cereil 00111ero nojab30BaHUs € IEIbI0
HECaHKIIMOHMPOBAHHONW MOAM(UKAIMKN JAHHBIX, JAOCTYNa K CBEACHHUSM OTPaHUYEHHOTO
pacrpocTpaHeHus, Ae30prauu3anuu padotsl nmojacucreM AC u T.1.

3.3.3. IlyTu peaqu3anuu HempeaHAMEPEHHBIX TEXHOT€HHBIX YIPo3 0€3011aCHOCTH
uHpopmanuu

3aKYIKH HECOBEPILEHHBIX, YCTAPEBIINX WM HETIEPCIEKTUBHBIX CPEACTB MH(POPMATU3AINH
¥ MH()OPMAITMOHHBIX TEXHOJIOTHIA;
aBapuU B CUCTEMAX DIIEKTPOIIUTAHHUS;
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aBapuM B CHUCTeMaX OTOIUICHHS W BOJOCHAOXEHHS B HEMOCPEACTBEHHOW ONU30CTH K
TEXHUYECKUM CpEeACTBaM 00pabOTKH MH(MOpMAITUH;

HApYIICHUE TEMIEPATypPHOTO pPEXUMa B TOMEHICHHSX C KPUTHYECKHUM OOOPYIOBaHHEM
(cepBepbl, y3JIbl CBSI3N);

HEYMBIIIUICHHOE TIOBPEXKJCHUE BHEIIHUX KaOCIBbHBIX CHCTEM CBS3M CTPOUTEILHBIMU
OopraHu3ansmMu, (U3UYECKUMHU  JIMIIAMA H  T.II. B  pE3yJlbTaTe MPOBEACHUS
HECOTJIACOBAHHBIX pa0OT B MECTaX MPOKIIAIKU Kabelel CBs3H;

BO3HHUKHOBEHHUE II0)KaPOB B HETMOCPEJCTBEHHOW OJIM30CTH K TEXHUYECKHM CPEICTBaM
00paboTkn HMHGOpPMAIMKM B PE3yJbTaTe HEUCIPABHOW AJICKTPONPOBOJIKH, HEUCIIPABHBIX
TEXHUYECKUX  CPEJCTB, HAPYIICHUS COTPYAHHUKAMU TMPaBWI  MPOTUBOMOXKAPHOMN
06e30MacHOCTH.

3.3.4. IlyTu peaju3ainuu HenmpeIHAMEPEHHbIX CTUXHITHBIX YTPO3 0€30MaACHOCTH
uHpopmanuu

Paspyimienue 3maHuii, OTIENbHBIX MOMELIECHHI, B KOTOPBIX YCTAaHOBIEHBI TEXHUYECKUE
cpenctBa 0o0paboTkM MH(OpPMAlMKM, XpaHWIMIIA JaHHBIX B pE3yIbTaTe CTUXUHHBIX
OencTBuil (HaBOAHEHWM, 3€MIIETPSICEHUIl, yparaHoB) B pailoHE pa3MelleHus 00beKTa
unpopmaruzanuu ['BIIOY «HI ' T»

BO3/ICUCTBHE aTMOC(HEPHOTO »HIIEKTPUYECTBA HAa TEXHHUYECKHE CpPEICTBa 00pabOTKU
UHPOpPMALlUM H  CHCTEMBl O0ECle4YeHUs: (DIEKTPOIMTAaHHWE, OXpaHHas, IOXKapHas
CUTHATU3alUs U T.I1.)

BO3HUKHOBEHUE CTUXMHHBIX OYaroB IMOXapoB (JECHbIE IOKapbl) B HENOCPEIACTBEHHOMN
6nu3octu ot o0bekTa uHpopmatuzanuu ['BIIOY «HI T»

3.4. Knaccnpuxanus Hapymureeii nngpopmanmnonHoii 6esonacioctu I'BIIOY
«HI'T»

[Tpu ananu3ze yrpo3 HHGOPMALMOHHOM GE€30MAaCHOCTH MCIOIB3YETCS MOJETb HAPYIIUTENs 110
npusHaky npuHaiexkHoctd Kk I'BIIOY «HI'T». B cooTBeTcTBUM € 3TOW MOJENbIO BCE HApPYLIUTENN
JEJIATCS Ha IBE€ OCHOBHBIE TPYIIIbI: BHYTPEHHHUE U BHEILHKE.

[lon BHYTpeHHMMH HapyMIMUTEISIMHU NoJpasyMmeBatoTcsi Bce coTpyaHuku ['BIIOY «HITy,
MMEIOIIUE CAHKIIMOHUPOBAaHHBIN nocTyn Ha Tepputoputo I'BIIOY «HI'T» nmm k pecypcam AC. Ilon
BHEIIHUMH HAPYIIHUTEISIMH I10Pa3yMEBAIOTCS BCE OCTAJIBHBIE JIMIIA.

BHyTpeHHUM HapymHTeaeM MOKET OBITh JIMIO U3 CIEAYIOUINX KaTerOpuil COTPYIHUKOB:

M0JIb30BaTENN HMH(OPMALIMOHHBIX PECYPCOB;

00CTyKUBAIOIIUI TIEpCOHAT;

MeJaroru4ecKuii mepcoHal;

COTPYIHUKHU-TIPOTPAMMUCTBI, COMPOBOXKIAIOIIUE CUCTEMHOE, O0O0Iee U MPUKIATHOE
IporpaMMHOE 00eCTIeYeHHE;

corpynuuku nogpasneneauii 'BIIOY «HI'T», nmeromme caHKIMOHUPOBAHHBINA JOCTYI B
3MaHMsI, T/I€ PACIOJOKEHO Oo0opydoBaHWEe mepenayn U oOpabotku umHpopManuu AC
I'BIIOY «HITy.

[Ipenmnonaraercs, uYTO HECAHKIMOHHUPOBaHHBIM pgoctyn Ha o00bekTel ['BIIOY «HI'T»
MOCTOPOHHUX JIMI[ MCKIIIOYAETCs OpPraHU3allMOHHBIMH MepaMu (OXpaHa TEpPUTOPUHU, OpraHU3alus
MIPOITYCKHOTO PEKHUMA).

BHemnune Hapymmrenu nHGOpMaMOHHON 0€301MacHOCTH

JIMIA, CAMOCTOSTEIIFHO OCYIIECTBIISIONINE CO3/TaHUE METO/IOB M CPEJICTB PEaIN3aliy aTak,
a TaKKe CaMOCTOSTEIbHO PEATN3YIOIINE aTaKW, COBEPIIAIONINE CBOM JCHCTBHS C IEIBIO
Ha"ecenus ymep6a I'BIIOY «HI'T» (cvem wuHbopmanmu, HCKaKeHHE HHPOpPMALUH,
pa3pylieHne CUCTEMHOT0 WK npukiagHoro [10);
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[ToTeHnManpHbBIC HAPYIIUTETHN ACTSATCS HAa TPU TPYIIIIHL:
1 rpynma - cyObeKThI, He UMEIOIIHE TOCTYII B Mpeenbl KoHTpoiupyemoi 30HbI [ BITOY «HI T».
2 rpymnma - cyOBeKThI, HE UMEIOIUe J0CTyI K pabdore co mratHeiMu cpeactBamu AC I'BIIOY
«HI'T», HO UMeroLMEe TOCTYN B IOMEIICHHUS], I/1€ OHU pa3MEeLIatoTCs.
3 rpynma — CyOBEKTBI, UMEIOIIUE JOCTYIl K pabore co mratHeiMu cpeactBamu AC I'BIIOY
«HI'T».
KBanudukanus moTeHIMaIbHOr0 HAPYIIUTEIS.
A — He SBJSETCS CIEeUUATNCTOM B 00IaCTH BBIUMCIUTENbHON TEXHUKH.
B — cambIif HU3KHUI ypOBEHb BO3MOXKHOCTEH — 3aITyCK 3a1a4 (MporpamMm) u3 GUKCHPOBAHHOTO
Habopa, peal3yIIHNX 3apaHee MPeayCMOTPEHHbIE PYHKITUU TTPH 00paboTKe MHPOPMAIIUH.
C — BO3MOXHOCTH CO3/IaHHS U 3aIlyCKa COOCTBEHHBIX MPOTPAaMM C HOBBIMU (PYHKLHUSMH I10
00paboTke nHpopMaIIH.

Jl — BO3MOXXHOCTbH yIpaBlieHUs] (PYHKIIMOHUPOBAHHEM aBTOMATH3HPOBAHHON CHUCTEMBI, T.€.
BO3/ciicTBHEM Ha 0a30Boe MporpaMMHOe oOecrieueHre CHCTEMbl, Ha KOH(UIypamuioo e
00opyIOBaHUSI.

E — BrmouyaeT Bech 00bEM BO3MOXHOCTEH JIMI[, OCYIIECTBIAIOMINX IPOCKTHPOBAHUE,
peam3anio 1 pEMOHT TCXHUUYCCKUX CPCACTB aBTOMaTI/I?,I/IpOBaHHOﬁ CHUCTEMBI, BIIJIOTH 4O BKIIKOUYCHUA
B coctaB AC  cOOCTBEHHBIX TEXHHUYECKHUX CPEACTB C HOBBIMH (YHKIHMSIMHU TI0 00paboTKe

uHpOpManuu.
Hapsny c¢ xiaccudukanmeid, NpHUBEICHHOW BhIIIE, HapymmrTesnedl WH(pOpMannoHHON
0€30IacHOCTH  MOKHO  Pa3[eNuTh Ha CIEAYIONIME BHIBI - HEOCTOPOXHBIE (XalaTHbIC),

MaHUITYJIUPYEMBIC, Ca6OTa)KHI/IKI/I, HCJIOAJIBHBIC U MOTHUBUPYCMBIC U3BHC.

3.5. O600menHas MojeJib yrpo3 6ezonacHoctu nnpopmanuu FBIIOY «HI'T»

Yrpoza Hcrounuk yrpos Crnoco0blI peajM3anum yrpo3s
HHpopMaALOHHOI
0€30MacHOCTH
I. Tlomyuenue 1. AaTponiorenHbii | a) Pasrnamenue, nepegaya win yrpara aTpuoyToB
uHpopManuu pasrpaHuyeHus JocTyna

0) BHeapeHue areHToB B YMCJIO IEPCOHAIIA CUCTEMBI
B) XuleHue HocuTeneil nHpopmamu

r) He3akoHHOe mosrydeHne naposei u Apyrux
PEKBU3UTOB pa3rpaHUYEeHUs JOCTyNHa

1) HecankunonupoBanHas Moauukanys
IPOrpaMMHOT0 00ecreueHus!

e) [lepexBar maHHBIX, TEpeIaBaeMbIX 0 KaHAJIaM
CBSI3U

*) HecankumoHnpoBaHHOE KOMTMPOBAHKE HOCUTENIEH
uH(pOpMaINH, YTEHHE OCTATOYHOM HH(pOpMAINU U3
OTIEPATUBHOW MAMSITH U C BHEITHUX 3aIIOMHHAIOIIHX

YCTPOMCTB
Il. Ananu3 1. Aatporiorennsiii | a) XuiieHue HocuTesel nHGopMaIum
XapaKTePUCTHK XHIIEHHE TIPOU3BOJICTBEHHBIX OTXO0/I0B
uHpopManun 0) 4TeHue 0cTaTOUHOM HHpOpMaHH U3
OTIEPATUBHOW NaMSITH ¥ C BHEITHUX 3aIIOMHHAIOIIHX
YCTPOMCTB

B) HecanknmonupoBanHast MoaupUKaus
IPOrpaMMHOT0 00ecreueHus!

r) IlepexBar naHHBIX, IEpeaBaeMbIX 110 KaHaJIaM
CBSI3M, U UX aHAJINU3
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Yrpo3a HUcTounuk yrpos Cnoco0bl peanu3anum yrpos
HHpopMaLOHHOI
0€30MaCHOCTH
I1l. Usmenenue 1. AuTponiorensbit | a) HecaHKIIMOHMPOBAHHBIN 3aITyCK
(uckaxxkeHue, TEXHOJOTHYECKUX MPOTrpamm, CIIOCOOHBIX MpHU
IIO/IMEHA) HEKOMIIETCHTHOM HCIIOJIh30BAaHUH BBI3BIBATH
nHpopmaun MOTEPI0 PAOOTOCTIOCOOHOCTH CUCTEMBI (3aBUCAHMS

WM 3allMKIMBaHMS) WIIM OCYIIECTBIISIOIINX
HeoOpaTHMble U3MEHEHUS B CHCTEME
(popmatupoBaHue WK PECTPYKTYPH3ALHIO
HocHTenell nHpopMalyy, yaleHne JaHHbIX U T.11.)

6) HenpennamepeHHoe 3apa)keHHne KOMITBIOTEPa
BHUPYCaMH

B) BBO/1 O1IMOOYHBIX JaHHBIX

r) BmemrarenbcTBO B miporiecc GyHKIIMOHHUPOBAHUS
AC cereli 001IETO TT0JIB30BAHUSA C LIEIBIO
HECaHKIMOHUPOBAHHOW MOIU(DUKALIMH JaHHBIX

2. TeXHOTE€HHBIH

a) aBapvH B CUCTEMAaXx dJIEKTPONUTAHUS

0) HapyIlIeHHE TEMIIEPATypPHOrO peXXUMa B
MIOMEILEHHUSAX C KPUTHYECKUM 000pyJOBaHHEM
(cepBepbl, y37IbI CBSI3H) B pe3yibTaTe
HEHCIIPABHOCTH CUCTEM KOHIUITMOHUPOBAHHUS

IV. Hapyienue
nHpopmaruu

1. AHTpOTIOT€HHBIN

a) JleificTBUs COTPYAHUKOB, IPUBOJSLINE K
YaCTUYHOMY WJIM IIOJIHOMY OTKa3y CUCTEMBI WIH
HapyUIEHUIO pab0oTOCIOCOOHOCTH anmapaTHbIX WK
IIPOrPaMMHBIX CPEACTB

0) HecankunoHnnpoBaHHOE BHEAPEHUE U
UCIOJIb30BAHNE HEYUTEHHBIX IPOrpaMM (MUIPOBBIX,
00yYaroImunX, TEXHOJOTHYECKUX U IPYTUX, HE
SIBJISFOIIMXCSI HEOOXOAMMBIMHU JJ1s1 BBIITOJIHEHHS
COTPYJIHUKAMHU CBOMX CITy>KEOHBIX 00s3aHHOCTEH) €
MOCJeIyIOIUM HeOOOCHOBAaHHBIM PacX0/I0BaHUEM
pecypcoB (IIPOIECCOPHOTO BPEMEHH, OIIEPaTUBHOM
NaMsITH, TaMATH Ha BHEIIHUX HOCUTEJSAX U T.II.)

B) HenmpennamepenHoe 3apakxeHue KOMIIBIOTEPa
BHUpYCaMH

r) UrHopupoBaHne OpraHu3allMOHHBIX OTPAaHUYCHHI
(ycTaHOBIIEHHBIX TIPABHII) MPU pabOTE B CUCTEME

1) BBog o1mmOGOYHBIX TaHHBIX

2. TeXHOT€HHBIH

a) aBapUH B CUCTCMAX JJICKTPOIMUTAHU A

0) HapyIlIeHHE TEMIIEPATyPHOTO pexXrMa B
MOMEUICHUSAX ¢ KPUTUYECKUM 000pYyJOBaHUEM
(cepBepbl, y37IBI CBSI3H) B pe3yibTaTe
HEHCIIPAaBHOCTH CUCTEM KOHJMIIMOHUPOBAHHUS

V. Hapymienue
paboTocrnocoOHOCTH
CHCTEM

1. AuTpOnIOTeHHBII

a) [leificTBUS COTPYIHUKOB, IPUBOASIINE K
YaCTUYHOMY WJIM IIOJIHOMY OTKa3y CUCTEMBI WIIH
HapyIIEHUIO pab0TOCTIOCOOHOCTH arapaTHBIX UITH
IIPOrPaMMHBIX CPEJICTB

0) ®uznvecKoe pa3pylieHUe WIH BBIBOJ U3 CTPOS
BCEX UJIN OTACIBbHBIX HaI/IGOJIee Ba>XHbIX
KOMIIOHEHTOB aBTOMATH3HPOBAHHOW CUCTEMBI
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Yrpo3a HUcTounuk yrpos Cnoco0bl peanu3anum yrpos
HHpopMaLOHHOI
0€30MaCHOCTH
2. TexHOreHHbII a) 3aKyNKU HECOBEPILEHHBIX, YCTAPEBILINX WIN

HEMEepPCIEeKTUBHBIX CPEACTB HH(OpMATU3ALNY U
MH()OPMAIIMOHHBIX TEXHOJIOTHIA;

0) aBapuM B cUCTEMAaX AJIEKTPONUTAHMUS,

B) aBApUHU B CUCTEMAaX OTOIICHUS U BOJOCHAOKEHUS
B HEMOCPEACTBEHHOM OJIM30CTH K TEXHUUECKUM
cpeacTBaM 00paboTKM HH(pOpMaIuy,

I') HapyIIeHHE TEMIIEPATypHOTO pexkKrmMa B
MOMEUICHUSAX ¢ KPUTUIECKUM 000pYyOBaHUEM
(cepBepbl, Y3IIbI CBS3H) B pE3yJIbTaTe
HEHCIPABHOCTHU CHCTEM KOHIUIIMOHUPOBAHUS;

1) HEYMBIIIIEHHOE MMOBPEKICHUS BHEIIIHUX
KaOENbHBIX CUCTEM CBSI3H CTPOHUTEIHHBIMH
OpraHu3anusaIMu, GU3NIECKUMH JTUIAMH U T.I1. B
pe3yJibTaTe NpOBEACHUS HECOTTIaCOBAHHBIX padoT B
MecTax MPOKJIAJKU Kabesel CBs3H,

€) BO3HUKHOBEHHE M0’KapOB B HETIOCPEICTBEHHOM
OJIM30CTH K TEXHUYECKUM CpeicTBaM 00paboTKu
nHpOpMAINY B pe3yJbTaTe HEUCIIPABHON
ANEKTPONPOBOIKH, HEUCIIPABHBIX TEXHUUECKUX
CpEeACTB, HAPYIICHHUS COTPYAHUKAMH TPABUII
MIPOTHUBOMNOXKAPHOI 6€30MaCHOCTH.

3. CTuxuitHbIi a) Paspymienue 31aHul, OT/IEIbHBIX TOMEIIEHUH
0) BO3/IeiiCTBHE aTMOC(HEPHOTO IIEKTPUUECTBA

B) BO3HUKHOBEHHUE CTUXUIHBIX 0YaroB MOXKapoB

4, OPT'AHU3AIMS CUCTEMBI OBECITEYUEHU ST THOOPMALIMOHHOM
BE3OITACHOCTHU I'BIIOY «HI'T»

4.1. OpraHu3alMOHHO-IITATHAS CTPYKTYpa NMoApa3ejieHHii 0TBEYAIIINX 32
o0ecnieuenue uHpopmanuonnoii 6ezonacuoctu 'GIIOY «HI'T»

O01m1ee pyKOBOJCTBO CUCTEMON MH(OPMAIIMOHHON 0€30MacHOCTH M NMPHHATHE BCEX PEIICHUM
o BompocaM ee ¢pyHkuunonupoBanus ocymectsiset Jupexrop IBIIOY «HI T».

PykoBO/ICTBO M KOHTPOJb 3a BBIMOJHEHHEM MEpPONPUATHH Mo 3amure HH(pOpManuu B
noapazaeneHusx [BIIOY «HI'T» ocymectBisier 3aMecTUTENb JIUPEKTOpPA B COOTBETCTBUU C
IIPUKA30M.

HcnorHUTEabHEIC OPraHbI:

- Toppaznenenust ['BIIOY «HI'T» (cmermanucT mo 3ammrte WHPOpMAIMU (IPOTPaMMHUCT),
3aMECTUTENIM  TUPEKTOpA, QIMUHUCTPAaTUBHBIA M  XO3SMCTBEHHBIM  IEPCOHAI,
HeJarOTHYeCKU TIEPCOHAN, UHBIE COTPYIHHKH)
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4.2. Tlopsiok pa3padoTKH U IKCIIyaTallUH CHCTeMbI o0ecniedeHusi HHGOPMALMOHH O
oesonacuoctu I'BIIOY «HI'T»

KuzneHHblil UK cucteMbl obecnieuenus: nHpopmannoHHoi 6e3onacHoctr ['BIIOY «HIT»
BKJIIOYAET 3Tall Pa3BEPThIBAHUS U 3Tallbl IOCTOSHHOTO (YHKIIMOHUPOBAHUS U COBEPIICHCTBOBAHUSI.

K MomeHTy Ha4ana pa3BepThIBaHUS CHCTEMbI HH(OPMAIIMOHHON 0€30MaCHOCTH JIOJKHBI ObITH
YTOYHEHBbl M yTBepxkAeHbl JlupekTopoM mpaBa M 0O0S3aHHOCTM YYACTHUKOB pPAadOT MO 3alluTe
nH(pOpMaIUK B COOTBETCTBUU ¢ naHHOW Konmemniueit. JlomkeH ObITh pa3paboTaH U YTBEPKICH TUIAH-
rpaduk pa3BepThiBaHUs cucTeMbl HHMopmarmoHHou 6e3onacHoctu ['BITOY «HI Ty.

OcHOBHBIE 3Tanbl Pa3BEPTHIBAHHUS CHUCTEMBI JOJDKHBI BKIIIOYATh B ce0sl MOCIENOBATEIbHOE
[IPOBEACHUE CIECAYIOIINX MEPOIPUATHI:

-  Wzpanme Ilpukaza mo I'BIIOY «HI'T» 00 opranuzanmuu cuctemMbl HH()OPMAITMOHHOU

0€30MacHOCTH.

- Pazpabotka u yrouHeHune (DyHKIUN pa3IMYHBIX MOAPA3NICICHUN, paclpeciieHue MmpaB U

o0s13aHHOCTEH Toapas3ieneHuii B cuctemMe uHHPpopMmalnuoHHoil Oe3omacHoctu ['BIIOY
«HIT».

- YTouyHeHue cocTaBa agfMuUHUCTpaTopoB b/l u cucrem.

- Hasnauenue orBeTcTBeHHBIX 32 b cooTBeTCTBYIOMIETO pabovyero Mecra, CHCTEM.

- Haznauenue agmunuctpaTopoB cucteM, b/1, JIBC.

- TloaroroBka xk HHGOPMAITMOHHOMY 00CIICIOBAHUIO B MTOIPA3/ICIICHUSX.

- Hudopmanmonnoe oocienosanue noapasaencuuii [ IIOY «HI Ty.

- OmnpezneneHue TmepedHs yrpo3, MOJEIM HapylIUTeNs, TpeOOBaHUW K  CUCTEME

nH(pOpMaIIMOHHOM 0€301MacCHOCTH;

- PazpaboTtka (mopaboTka) HOPMATHBHO-METOJIUYECKOW 0a3bl CHCTEMBI OO0CCIICUCHUS

nH(pOpMaIMOHHOM 0€301MacCHOCTH;

- BBog cuctemsl obecnieuenust nHGOpMaIMOHHON 0€30MaCHOCTH B ICHCTBHE;

- Kareropupoanue nnpopmarnnonssix pecypcos ['BIIOY «HI'T»;

- Arrecranus o0bekToB nHGopmaruzanuu I'BIIOY «HI'T» mo TpeboBanusM 6€30macHOCTH

uHpopMaluu.

- Tlognepxxka cucreMsl oOecriedeHUst HH(OPMALMOHHON 0€3011acHOCTH B pabOTOCIIOCOOHOM

U aKTYaJIbHOM COCTOSIHUH.

4.3. OpraHu3anusi CHCTeMbl KOMIIJIEKCHOTO MOHUTOPUHIA H KOHTPOJISA COCTOSIHUA
nHpopmannonnoi 6esonacioctu I'GIIOY «HI'T»

KoHTpoinb M  KOMIUIEKCHBIH ~ MOHUTOPUHI  COCTOSIHUS ~ CUCTEMBbl  MH(GOPMAIMOHHOMN
6e3onacHoctu ['BIIOY «HI'T» BhimonHsieTcs ¢ 1enbl0 oOecreyeHns HaJAeKHOCTH U yCTOMYMBOCTH
cUcTeMbl MH(pOpMallMOHHOW 0e30MacHOCTH, 0OecTieueHus] JoBepusi K HeW M rapaHTUil BBITOJHEHUS
TpeboBanuii mo Ub.

3ajmay  KOHTPOJIA M  KOMIUIEKCHOTO  MOHHUTOPHUHIA  COCTOSIHUSL ~ MH(pOPMAIMOHHOMN
0€30MacHOCTH:

— olpeAeNeHUEe KPUTEPUEB MJIs OLIEHKH O€30MacCHOCTH CYIIECTBYIOIIMX U CO3JaBaeMbIX
CUCTEM B paMKax HHPOpPMAaIMOHHO-TeJIeKOMMYHUKaMOHHOU cucteMmbl [ BIIOY «HI Ty;

— OIpElelIeHHe COOTBETCTBUS WM HECOOTBETCTBUE CO3[1aBAEMBIX M CYLIECTBYIOLIUX CUCTEM
JTUM KPUTEPUIM;

—  (¢opmynupoBKa 0OOCHOBAaHHBIX MPEJIOKEHHI MO COBEPUICHCTBOBAHUIO CYIIECTBYIOLIUX
METOZIOB M CHCTEM O0O0€CleueHHus] 3allUIlEeHHOCTH, O€30MacHOCTH M JOCTOBEPHOCTHU
MH(pOpMaIMU B TEX CIy4asX, KOTJa OHU HE YAOBJIETBOPSAIOT UMEIOLUIUMCS KPUTEPHUSIM.

Jnis ocyliecTBIeHUs] KOHTPOJISL BBIMOJHEHHUs TPeOOBaHUM JOKHA OBITH OpraHHW30BaHa
CHUCTeMa OTYETHOCTH O BBINIOJIHEHUU TpeOoBaHUil mo Oe3omacHocTH. OTYETHOCTHh AOKHA BECTUCH
oTBeTCTBeHHBIM 3a Wb coorBercTBylomero pabodyero Mecra, mpolecca, CHCTEMbl WU
OpPraHM3alMOHHOM CTPYKTyphl. C 3aJaHHONW NEPUOIUYHOCTBIO OTYETHOCTHb JOJDKHA OTIPABISATHCS
pykoBoacTBy. Ha OCHOBaHMUM 3THX JaHHBIX PYKOBOJCTBO CMOKET PEaJIbHO OLEHUBATH CHUTYALUIO C
coctosiHreM 0e30macHOCTH BO Beex noapasneneHusx [ BIIOY «HI Ty.
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OcHOBHBIE OmEpanyy MO Yy4YeTy W KOHTPOJIIO BBHIMOJHEHUS TPeOOBaHUN JTOJKHBI OBITh
aBTOMATU3HPOBAHBI.

OO0s13aHHOCTH IO KOHTPOJIIO PACHPEICIISIOTCS MEXKYy UCTIOHUTEIBHBIMUA OPraHaMH CHUCTEMBI
nH(pOpMaIMOHHOM 0€30MaCHOCTH CIIEAYIONUM 00pa3oM:

— cnenuanuct no 3amute nHdopmarun (mporpammuct) IBIIOY «HI'T» nmpoBoauT npoBepku
OpraHM3allMl W COCTOSAHHUS WHGOPMAIMOHHON 0€30MacHOCTH B MMOAPA3JCICHUAX
TexHuKyMa, KOHTPOJIIUPYET €€ COCTOSHUE CIICIUATbHBIMU CPEACTBAMH;

— COTPYOHUKU TMOAPA3JCICHUN KOHTPOJIUPYIOT TEKYIee COCTOSIHUE HHPOPMAIIMOHHOM
0e30MacHOCTH Ha CBOMX PabOUMX MecTax.

MeponpusTus Ui OPraHU3aluH CHCTEMbI KOMILJICKCHOTO MOHMTOPHHIA W KOHTPOJIA
COCTOsIHNSA HH(DOPMAIMOHHON 0e3011aCHOCTH
Jlo;kHa OBITh OpPraHU30BaHAa CUCTEMA HENPEPBIBHOTO KOHTPOJIS 3a COCTOSHUE CHCTEMBI
MH(POPMAIIMOHHOHN 0€30MaCHOCTH CIIEIYIOIIM 00pa3oM:
— OmpeieseHHE MepeyHs MOoJpa3/ieleHui, paboyrx MEeCT, CUCTEM, MPOLECCOB, 10 KOTOPBIM
JIOJKEH MPOBOAUTHCS KOHTPOJIb BBIITOJHEHUS TPEOOBAHUIA.

— OllpejeseHUe criicKa TpeOOBaHUH, IS KaXK/10M CTPYKTYPHOM €IMHHULIBI.

— opraHu3anms cOopa OTIYSTHOCTH O BHIMOJIHCHUU TpeOoBanwmii o Ub.

— o0OpaboTka W aHanu3 coOpaHHBIX (OPM OTYETHOCTH BBIBOJAMH O  BBHITIOJHCHHH

TpeOOBaHUH;

— INEepUOAMYECKHM epecMOTp CUCTEMbI TPeOOBaHUI

— KOHTPOJIb IIOJIHOTHI U HETPOTUBOPEUNBOCTH CUCTEMBI TPEOOBAHUIA.

Pemenune Bcex MepeuMCIEHHBIX 3a7ad  JODKHO OBITh  aBTOMATU3UPOBAHO  IYTEM
HCIOJIb30BaHUS HEOOXOIUMBIX IPOIPAMMHBIX CPEACTB KOHTPOJIS BHIIOJIHEHUS TPEOOBAHHA.

[TomuMoO exeHEBHOTO KOHTPOJIs oTAeaoM 1o 3auuTe nHpopmauu ['BIIOY «HI'T» nomxHbI
BBINOJIHATHCS MEPUOAMUYECKHIE TPOBEPKH OPraHU3allii U COCTOSTHUS UH(OpMAIIMOHHOM 0€30IacHOCTH,
B TOM YHCIIE:

IIpoBepkn oOpraHuM3ald M COCTOSIHMS HH(POPMALMOHHOM O€30MacHOCTH  MPOBOIATCS
CHEMATMCTOM M0 3amuTe uHpopManuu (mporpamMmmuctoMm) B nonpazaenenusx u 8 UTKC T'BIIOY
«HI'T» 1 MOryT OBITH:

- IJIJAHOBBIMU;

- BHE3aIIHBIMU;

- 110 haKTaM HapylleHus: HH(POPMaLMOHHON OE€30MaCHOCTH.

IInaHOBBIE MPOBEPKH NMPOBOJATCS B COOTBETCTBUM C TOAOBBIM [I1aHOM NpPOBEPOK, KOTOPBIN
COCTAaBJISIETCSl CHEIMAJIUCTOM IO 3alMTe HMH(QOpMalMM Ha OYepelHOM ToiA,  yTBepXkaaercs
nupekropoM I'BIIOY «HI'T» u pacceuiaercs Bo Bce moapasieseHusa. B Xozae IIaHOBBIX IPOBEPOK
JIOJKHA TIOJHOCTBIO IMPOBEPSATHCS BCS OpraHU3allds CUCTEMbl MH(OPMALMOHHOW O€30IacHOCTH B
M0/Ipa3IEIICHUSX.

BHesanHble MpoBEpKU MPOBOJATCS CIIEHUATNCTOM IO 3aiuTe HHPOopMauu (IporpaMMHUCTOM)
I'BIIOY «HIT» B cOOTBETCTBMM C BHYTPEHHUMH IUJaHAMU paboOThl. BHe3amHble NPOBEPKU
MIPOBOASTCS 1O OTJEJIBHBIM BOIIPOCAM OpraHMU3ali UHPOPMAIIMOHHONW O€301MacHOCTH.

IIpoBepkn mo (Qakram HapymeHUs HHPOPMALMOHHOM  O€30IMaCHOCTH  MPOBOAATCS
CHEIHMAIMCTOM I10 3aluTe HHPopMauu (IpOorpaMMHCTOM) TOCJE TOrO, KaK HapylleHHWE YCTPAaHEHO.
ITpoBepka MPOBOIUTCS € LENbIO BBISIBICHUE IPUYUH U MIPEANOCHIIOK HApyIIEHUS U BEIpabOTKa Mep 10
IPeIyNpexIeHUI0 MOJOOHBIX HapylleHUi B nanbHelineM. [IpoBepka mpoBoauTcs B 00s3aTeIbHOM
MOPSIIKE TIO KaXA0MY (paKTy HapyIIEHUSI HE3aBUCUMO OT €T0 TIOCIIECTBU.

Pe3ynpTaThl BCeX MNpPOBEPOK O(GOPMIISAIOTCS B BUAEC aKTOB C HEOOXOJUMBIMH B Ka)XJIOM
KOHKPETHOM CIIy4ae MPHJI0KEHUSIMHU.

Konrpons cneumanuctoM 1o  3ammre  uHGopMauuud  (IPOTPaMMHUCTOM)  COCTOSIHHS
MHGOPMALMOHHOM 0€30IaCHOCTU ¢ NMPUMEHEHUEM CIELUAIBHBIX CPEJCTB - 3TO TEKYUIMH KOHTPOJIb,
o0ecreynBaOmUil HE3aBUCUMYIO OT paboThl MH(OpManmoHHOW cucteMbl U coTpyaHukos ['BIIOY
«HI'T» omenky coctosinusi ee 0e30macHOCTH. TakolW KOHTPOJIb MPUMEHSIETCS B TEPBYIO OYepelb B
NUTKC I'BIIOY «HI'T» ¢ ncnoiap30BaHuEM CIIEHUAIBHBIX aBTOMAaTU3MPOBAaHHBIX pabounx mect (APM
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Oe3omacHocTr). Takke IS TEKYHIEro KOHTPOJS MOTYT NPUMEHSATHCS Pa3IUYHbIE TEXHHUYECKUE
CpeICTBa MAacCUBHOIO M aKTUBHOT'O XapakTepa Ui repexBara WH(OpMalLKH, TMO3BOJISIONIUE OLEHUTh
3G HEKTUBHOCTH MPUMEHSEMBIX METOJIOB U CPEJICTB OOecTiedeHns ee 0€30MacHOCTH.

Anvunuctparopsl cucteM, CYBJ[ u cereli KOHTPOJUPYIOT COCTOSIHUE HH(GOPMAIMOHHON
0€30MacHOCTH Ha MO/IBEJJOMCTBEHHBIX y4yacTkax. C 3TOH IeTbI0 OHU:

- KOHTPOJIUPYIOT TPABUIBHOCTH BBIMIOJIHEHUSI COTPYIHUKAMHM JEUCTBUH IO JOCTYIY K
o0BeKTaM MHPOPMAITMOHHOHN CHCTEMBI;

- aHaJU3UPYIOT COCTOSIHUE HMH(POPMAIMOHHON CHCTEMBbI C LEIbIO BBISIBICHUN MOMBITOK
HECaHKIIMOHUPOBAHHOTO JJOCTYIIA U UCTIOJIB30BaHUsI MHPOPMAIMOHHBIX CPEICTB U MHPOPMAITUH;

- KOHTPOJUPYIOT MIPaBWJIBHOCTb  HCIIOJIb30BAHUSA  HMEIOIIUXCS ~ KOJUIGKTHBHBIX U
WHVUBUAYAIBHBIX CPEICTB MH(DOPMAIIMOHHON 3aIUTHI.

CoTpyIHUKH TOJpa3feNieHui aHAIM3UPYIOT COCTOSHUE CBOMX pabo4yMxX MECT C LeNbio
BBISIBJICHHSI TIOTIHITOK HECAHKIIMOHUPOBAHHOTO JIOCTYIIA U MCIIOh30BaHMs WH(OPMAIIMOHHBIX CPEICTB
u uHpopManuu. B ciiydae BBISIBICHHS TaKUX MOMBITOK COTPYIHUK COOOIIAET 00 ATOM CIELUATUCTY IO
3amuTe HHPOpMauu (IPOrPaMMHUCTY) U 3aMECTHUTEINIO TUPEKTOpa.

Jnst 5ppekTHBHOTO KOHTPOJIS COCTOSHUS HH(OPMAIMOHHOW 0€30MacHOCTH HE00X0IUMO
npoBecTH oOydenue coTpyanukoB noapasnencHuii ['BIIOY «HI'T» ¢ menpto moBbIIEHUS YPOBHS UX
OCBEJIOMJIEGHHOCTH B BOITPOCaX MH(POPMAIIMOHHOM O€30MacHOCTH.

Jlyis opraHuW3aluy KOHTPOJS M KOMIUIEKCHOTO MOHHUTOPUHTA CUCTEMBl WH(POPMAIMOHHOMN
0e3omacHOCTH  HEoOXOAMMO  pa3paboTaTh W BHEAPUTH  CIEAYIOIIME  OpraHu3allMOHHO-
pacnopsiAuTeNbHbIE 1 HOPMAaTUBHO-TEXHUYECKUE JOKYMEHTHI:

— PernamenT pacciienoBaHus HHIIMIEHTOB HH()OPMALIMOHHON O€30MacCHOCTH;

— JIOKHOCTHBIE WHCTPYKIMH aJMUHUCTpaTopoB cucteM, CYBJl, cereii (B TOM uucie
paszensl, KacalomMecs OpraHW3aldd KOHTPOJIS W MOHHTOPUHTA WH(GOPMAIIMOHHON
0E301acHOCTH ),

— IMamsarka corpynnuka ['BITIOY «HI'T» no uapopmManimoHHoi 6€3011acHOCTH;

5. MEPOIIPHATHSA I10 PELIEHUIO 3AJIAY OBECIIEYEHMS MTHOOPMAIIMOHHOM
BE3OITACHOCTHU I'BIIOY «HI'T»

5.1. Opranu3zanOHHO-pPe;KUMHbIE MEPONIPUATHSA

Beinonnenue OpraHU3alMOHHO-PEKUMHBIX MEPOINPUATHIA npu o0ecrieyeHun
MH(OPMAaLIMOHHON 0€30MaCHOCTH MPEIoJIaraer:

— KareropupoBaHue o0wvekToB HH(popmatuzanuu I'BIIOY «HI'T» B coorBercTBUM C
PYKOBOJSAIIMMU HOPMAaTHBHO-METOJMYECKUMHU JOKYMEHTaMHU IO 3aluTe HH(OpMaIuu
PO;

— pasrpaHuueHHe  Jomycka K  WMH(QOPMAlMOHHBIM  pecypcaM  OTPaHUYEHHOTO
pacrpocTpaHeHus;

— pasrpaHu4YeHHs I0IycKa K nporpaMMHo-anmnapaTHeiM pecypcam UTKC I'BIIOY «HI Ty;

— BEJCHME YyyeTa O3HAaKOMJIEHHS COTPYAHMKOB C HH(popmanuend OrpaHu4eHHOIro
PacpoCTpaHEHU;

— BKJIIOYEHHE B (YHKIHMOHAJIbHBIE OOS3aHHOCTH COTPYIHUKOB 00s3aTeNbCTBA O
HEepasIJalleHNH U COXPAHEHUH CBEICHHI OrPAHMYEHHOIO PaCIIPOCTPAHEHNS;

— OpraHM3anys yHUYTOXXEeHUS HH()OPMAITMOHHBIX OTXO0/10B (OyMa)KHBIX, MAlHUTHBIX U T.1I.);

— BEJEHHE y4yeTa OTUYXJIaeMbIX HOCUTEJIEeH HHPOPMALIUY;

— OpraHM3alds W OCYILIECTBJICHHE IEPUOJANYECKOr0 KOHTPOJIs 3a obecredyeHuem
MH(POPMAIMOHHOM 0€30MacHOCTH;

— opranmzamms  ydera CK3W, xmoweit mmdpoBaHus W TOANUCH, WX XpaHEHMUS,
JKCILTyaTalluy U YHUYTOKCHHUS.

B coorBercTBMM C BbIIIEYKAa3aHHBIMM  33JadaMd  HEOOXOOUMO  pa3paboTaTh WU

aKTyaJIM3UPOBAaTh KOMILIEKT CJIEAYIOIINX OPraHU3alHOHHO-PACTIOPSIAUTEIbHBIX TOKYMEHTOB:
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— MeTOoJuKa KaTeropupoBaHus o0bekToB HHPpopmaruzamuu I BITIOY «HI Ty,

— TepevYeHb KPUTHIHBIX HHPOpMaIMOHHBIX pecypcoB ' BITOY «HI T,

— peryiaMeHT MpeAOoCTaBICHUsS NOCTyna K MH()OPMALMOHHBIM U MPOTrPaMMHO-ANMapPaTHBIM
pecypcam ['BITIOY «HI Ty;

— JIOJDKHOCTHBIE — oOsi3aHHOCTH  coTpyauukoB ['BIIOY «HIT» mno obecneuenuto
MH(POPMALIMOHHOM 0€30MaCHOCTH.

5.2. MeponpusTus 1o pu3nyeckoii 3ammre 00beKTOB U cpeacTB HHGOpMATH3ALUH
I'BIIOY «HI'T»

Obecneuenne (uznueckoil 6e30MacHOCTH Bcel WH(POPMAIMOHHO-TEIECKOMMYHUKAIIMOHHOM
cuctembl I'BIIOY «HI'T» m OTHENBHBIX €€ DJIEMEHTOB SBIISICTCA OJHON M3 OCHOBHBEIX 3ajady,
pelraeMbIX MojcucTeMoi 3amuThl uHGOpMammu. DU3NYECKHUE Mephl 3allUThl OCHOBAHBI Ha
MPUMEHEHUU Pa3HOTO POAa MEXaHWYECKHUX, 3JIEKTPO- WM JIEKTPOHHO-MEXaHMYECKUX YCTPOUCTB U
COOPY)KCHHIA, CIICIUAIBHO MPEIHA3HAYCHHBIX JUIS CO3JaHUs (U3UYECKHX TMPEISITCTBHIA HA
BO3MOXXHBIX MYTAX MPOHUKHOBEHMSI W JIOCTyNa MMOTEHIMAJIbHBIX HapyLIUTeNleld K KOMIIOHEHTaM
CUCTEMBI W 3aIluIacMol MH(OPMAIINU, & TAK)KE TEXHHUYECKUX CPEJCTB BU3YAIBHOT'O HAOIIOIACHUS,
CBSI3U ¥ OXPAaHHOW CHTHAJIU3AIINH.

dusnyeckas 3alMTa HaIIpaBiieHa Ha obecrieueHrne 0€30acHOCTH:

- mepuMmerpa HHPOPMAITMOHHON CHCTEMBI (3alUTa KOHTPOJIUPYEMOU 30HBI);

- TepUMeTpa OTHACIbHBIX OOBEKTOB CHCTEMBbI (BBIJACICHHBIX TEPPUTOPUMA, 3IaHUM,
TTOMEIIICHUH );

- Hocutenedl uHbopManuu, OOOpPYIOBAaHUS W KAHAJIOB IMepefaud TaHHBIX, XPaHSIIMX,
00pabaThIBaOIMX M TEPEAAINUX HWHOOPMALNUIO B OTKPHITOM BHUAC (MAarHUTHBIX U
OyMaxHBIX HOCUTENeH UH(pOpMaIK, SKPAaHOB MOHUTOPOB, CEPBEPOB M padOYUX CTAHIIUH,
OTKPBITHIX KAHAJIOB CBSI3H U T.IL.);

- KIJIIOYEBBIX AJIEMEHTOB KPUNTOrpauIecKuX U MapObHBIX CUCTEM,

OcHoBHbIMU HamnpaBiieHUsIMH (puznyeckoi 3amuTsl [ BIIOY «HI T» aBnstoTcs:

- KOHTpPOJb (U3UYECKOT0 JI0CTYIa K 000PYAOBAHNIO, HA KOHTPOJIUPYEMYIO TEPPUTOPHIO U B
MIOMEILEHUS;

- obecneueHne 0€30IIaCHOCTH KaOEIbHOM CHCTEMBI;

- oOecrieyeHne 0€30MaCHOCTH MpH YTWIM3ALUUU OTpaboTaBIIero OOOpYIOBAaHUSA U
HocuTesel nadopmanuu;

- obecrieueHne 6€30MacHOCTH PabOUUX MECT.

KonTpoab ¢usnueckoro AocTyna k 060pyi0BaHHIO, Ha KOHTPOJUPYEMYIO TEPPUTOPHIO U B
IIOMCIICHUS
Ha teppuropun I'BIIOY «HI'T» cneayer ycTaHOBUTH HajuIeXallluid KOHTPOJIb
noctyna B nomemeHus. l[IpaBwia ngoctyma Ha TEPpUTOPHIO  JOJDKHBI  PETVIAMEHTHPOBATHCS
COOTBETCTBYIOILIUM IMOJIOKEHHEM (MHCTPYKIHEH).
Jlis pasrpaHUYeHUs JOCTyIa B IOMEUIEHHUs, I/I€ PacloyiaraeTcsi cepBepHoe 000py10BaHUE U
napyrue kputudecku BaxkHble 00bekThl UTKC I'BIIOY «HI'T», menecoobpa3Ho HCHOIB30BaTh
cucteMmbl (usmdeckor 3amuThl. HeoOxoaumo cobOnonaTe cleayrolye IMpaBWwiia JOCTyla B
IIOMELICHUS:
- Bo BCEX MOJpa3ICTICHUSIX I'BIIOY «HI'T» HEe00X0InMMO HUCKJIIOUNUTEH
HECAaHKI[MOHMPOBAHHOE HAXOXKIECHUE ITIOCTOPOHHUX JIUIL, JaTa U BPEMs UX BXOJa U BbIXOJa
JTOJIKHBI pETUCTPUPOBATHCS.

- Heo0xoanMo HeMeJIEHHO U3bATH MPaBa JIOCTYIA B 3aIIUIICHHBIE 00JacTh (TEPPUTOPHIO,
MIOMEIIEHUS) Y YBOJBHSIOIINXCS COTPYAHHUKOB.

Kpome TOro, nns mpenoTBpamieHUs YT€YKH HMHPOpPMAIMM U  MPOTUBOACHCTBUS
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MNOTCHIUAJIbHBIM HAPYIIUTCIISAM H€O6XO,Z[I/IMO CO6JIIOILaTI> CJICAYIOIIUC ITpaBrJIa:

Okcmutyatauusi APM  u  cepBepoB  JIOJDKHA  OCYIIECTBIATHCA B MOMEIICHUSX,
000py/I0BaHHBIX HAJECKHBIMM 3aMKaMH, CPEICTBAMHU CUTHAJIM3ALMHU, UCKIHOYAIOIIUMHU
BO3MOXXHOCTh OECKOHTPOJIbHOTO MPOHUKHOBEHHS B TOMEUICHHS MOCTOPOHHUX JIHI[ U
obOecrieunBarOIIMMHA  (PU3WYECKYI)  COXPAHHOCTh  HAXOMSIIUXCS B MOMEIICHUU
3aluIIaeMbix pecypcoB (APM, 10OKyMEeHTOB, pEeKBU3UTOB JIOCTYMA U T.II.).
Pazmemenne u ycranoBka APM u cepBepoB [IOJDKHA UCKIIIOYAaTh BO3MOXHOCTh
BU3YaJIbHOT'O MIPOCMOTPa BBOAUMOMN (BBIBOJUMOI) MHGOPMAIIMU JIMLIAMHU, HE UMEIOIIUMU
K HEH JOCTYII.
Y6opka nmomenieHui, B KOTOPhIX 00pabaThiBaeTCs WM XPaHUTCS KOHPUACHIATbHAS WIN
ciyxeOHass uH(popMaIus, J0JDKHA MPOU3BOJUTHCA B HMPUCYTCTBHHM OTBETCTBEHHOTO, 3a
KOTOPBIM  3aKpeIieHbl TEXHHUYECKHE CpeacTBa (AaHHBIE), WM JIEKYPHOrO IO
NOJPA3JICICHUIO C COONIOZACHUEM Mep, HCKIIOYAIOIUX JOCTYN MOCTOPOHHUX JIUI K
3alUIIaeMbIM pecypcam.
B nomemenusix Bo Bpems o00paboTkum W oTtoOpakeHuss Ha APM  wunHpopmanuu
OTPAaHUYEHHOTO  PACIPOCTPAHEHHs] JOJDKEH MPUCYTCTBOBATH TOJIBKO — TEpCOHAT,
JOTMYIIEHHBIN K pabore ¢ maHHOW wHOpMalueil. 3anpemaercss npueM MOCETUTENeH B
MOMEIIEHUSX, KOT/Ia OCYIIECTBIsIETCS 00padoTKa 3auIaeMoi nHGOopMaluu.
Jlns xpaHeHus CiIy)KeOHbIX JOKYMEHTOB M MAalIMHHBIX HOCHUTENEH C 3alluiiaeMoin
uH(popMalrel moMenieHus CHa0XaroTcs celipamMu 1 METAIITMYECKUMHU HIKadaMu.
BcnomoratenbHoe  000pynoBaHue (HampuMmep, KOMHMPOBAJIbHBIC —ammapatsl, (axc-
MAaIIMHBI) JOJKHO OBITh TaK pa3MenieHo, 4ToObl ymeHbIUTh puck HCJI k 3amuieHHbpIM
00J1aCTSIM MITM KOMITPOMETAMHU KOH(UACHIINAIILHOW HHPOPMALIUH.
Ouznyeckue Gapbepbl TOJDKHBI 0 HEOOXOAMMOCTH MPOCTUPATHCA OT IOJIa 10 MOTOJKA,
YTOOBI IIPEIOTBPATUTH HECAHKIIMOHUPOBAHHBIN 10CTYI B IOMELIECHHUE.
3anpemiaercss 6e3 HagOOHOCTH MPENOCTABIATH MOCTOPOHHUM JUIAM HH(POPMAIUIO O
MIPOUCXOSAIIEM B 3alTUIIICHHBIX 00JIACTAX (TEPPUTOPUHU, TTOMEIICHUSX ).
Jns  olecriedeHuss JOJDKHOIO ypOBHA  O€30MACHOCTM W AN MPeloTBpAIleHUs
BpPEJOHOCHBIX JIEHCTBUI 3ampemaercs paboTaTh B OJAUHOYKY (0€3 Haaexamiero
KOHTPOJISI) C KPUTHUECKU BaXXHBIMU KOMIIOHEHTaMU WH(POPMAITMOHHON CHCTEMBI.
B Hepabouee BpeMms 3aluiieHHblE 00JacTH (TEPPUTOPHUSI, TTOMEUICHUs) JOJKHBI OBITh
(bu3MYECKN HETOCTYIHBI (3aKPHITHI HA 3aMKH) U IEPUOINIECKH MPOBEPATHCS OXPAHOM.
[lepconany, OoCyIIECTBISAIOMIEMY TEXHMUYECKOE OOCITYKHUBAaHUE CEPBEPOB, JOJIKEH OBITh
IPEJOCTaBIIEH JIOCTYNl B 3aIlIMIICHHbIE O0NAaCTH (TEPPUTOPHUIO, MOMELIEHHS) TOJBKO B
cllydae HEOOXOJHMMOCTH M TOCJ€ MoylydeHus pazpemeHus. [lo HeobxonumocTu rocTyn
TaKoro nepcoHana (0coO0EHHO K KOH(GUICHIIMATBHBIM JaHHBIM) CIIEAYET OTPAHUYUTh, a UX
JIEUCTBUSA CIIETYET OTCIIEKUBATD.
3ampenaercss UCHOJb30BaHHE (poTorpadmyeckoil, 3BYKO3ANMCHIBAIOUIEW U BUJAEO
anmnapaTtyphbl B 3alMIICHHBIX 00JIaCTAX, 38 UCKIIIOUYEHNEM CaHKIIMOHUPOBAHHBIX CIIy4aeB.
[To okoHyaHwu pabouero IHS TOMEIIEHUS C YCTAaHOBJICHHBIMHU 3allUIICHHBIMH APM
JOJIKHBI CIaBAaThCS MOJ/1 OXpaHy € BKIIOUEHUEM CUTHAIU3AIINH.

Ob6ecneuenme 6e3onacHocT kabenbHoM cuctembl UTKC I'BITIOY «HI'T»

3amurta kabenpHoM cuctembl WTKC  HampaBieHa Ha  CHUXKEHHE  BEPOSITHOCTHU
HECAHKIIMOHMPOBAHHOTO JIOCTyNa K HMH(POPMAIMU IyTeM TaJlbBaHUYECKOIO TMOJAKIIOYEHHUS K
MH(OPMALIMOHHBIM KaOelssM WIM CHATUS HHQOpMAlMK Yepe3 IOOOYHbIE 3JIEKTPOMarHUTHBIE
U3IY4YeHHUsT W HABOJKM Ha JApyrue kalenu, a Takke Ha oOecreueHHe 3alluThl KaOelbHOro
000pyI0BaHUs OT ANEKTPOMArHUTHBIX TOMEX.

Kabenu >nexkTponuTaHust U ceTeBble Kabeau Ul Mepeiadd JaHHBIX HE0O0XOAMMO 3allUIilaTh
OT BCKPBITHUS UIA LIeiell nepexBaTa HHGOpMaluu U MOBpEXKAeHUs. [[1s1 yMEHbIIIEHUS! TAKOTO PHUCKa B
MIOMEILEHUAX OPraHU3aluU IPEIaracTcsl peaIn30BaTh CIEYIOIINE 3alUTHBIE MEPBI:

KaGenu snexTponuTaHuss M JIMHUU CBA3M, MIyIIMe K HH(POPMALIMOHHBIM CHCTEMaM,
JIOJKHBI OBITH MPOBEIEHBI MO 3eMJIeH (TI0 BO3MOKHOCTH) WUIH 3alUIIEHBI HAIJIEKAIUM
00pa3oM ¢ MOMOIUIBIO APYTUX CPEACTB.
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HeoGxomuMo  paccMoTpeTb  Mepbl IO 3allUTe  CETeBBIX  Kabeilel OT  HX
HECAHKIIMOHMPOBAHHOTO BCKPBITUS Ul LI€JIe mepexBaTa JAaHHBIX U OT IMOBPEXKIEHUS,
HarpuMep, BOCHOJIb30BABIINCH KpPAaHAMH WM MPOJIOKUB ITH JIMHUU TaK, YTOOBI OHU HE
IPOXONIN Yepe3 OOIEeAOCTYIIHbIE MECTa.
C menpl0  CHW)KEHUS  BIMSIHAA ~ JJCKTPOMAarHUTHBIX  MOMEX, CHJIOBBIE |
KOMMYHHKAIIMOHHbIE KaOeIH JOJKHBI ObITh pa3HECEHBI B IPOCTPAHCTBE.
JUIs MCKITIOUUTENBHO YA3BUMBIX WM KPUTHUYECKH BAKHBIX CHCTEM CJEIYET PacCMOTPETh
HE00XO0IMMOCTh MPUHATHS AOIOIHUTENBHBIX MEp, TAKUX, KaK:

- mupoBaHUE JaHHBIX;

- YCTaHOBKa OpOHUPOBaHHBIX 3KPAaHOB U  MHCIOJb30BaHHE 3aIHPACMBbIX

TTOMEIIICHH;

- HCIIOJIb30BaHME JAPYrUX MapLIpyTOB UM CpeJl epeiaul JaHHbIX.

HagexxHas yruiam3amus OTDa6OTaBI_Hel"O O6ODVZ[OBaHI/I5[ 1 HOCHUTEIICH I/IHd)ODMaHI/II/I

OO6opynoBanue, moJyuleXkallee BBIBOAY W3 OSKCIUIyaTallud, W HCIHOJIb30BAHHBIE HOCHUTEIH
uHpOpMAIMM  MOTYT  COJAEpXaTh  OCTAaTOYHYI0 HH(OPMAIMIO  OTPAHWYCHHOTO  JOCTYyIA.
PernamenTanus nopsaka M OpoUEeAyp HMX  YTHIM3AaLMM  II03BOJIIET  IIEPEKPBITH  KaHAJIbl
HECAHKIIMOHUPOBAHHOTO JOCTYMA K 3TOW HHPOPMALIUU:

YCTPOMCTBA XpaHEHUs HUHPOpPMALMU, COJAEpKallie LEeHHYI HH(opManuio, Mpu
BBIBCACHUN M3 DJKCILUTyaTaluU OOJI?KHBI OBITH (i)mnqecxn YHUYTOKCHEI, 100 JOJIDKHO
OBbITH IPOBEJICHO rapaHTUPOBAHHOE CTUPAHUE C HUX OCTAaTOYHOW MH(pOpMaLUY;

BCce 000pyIOBaHHWE, BKJIIOYas HOCUTEIM HHGOPMAILUM, IEpex Meperadeid apyromy
BJIAJENbLly MM CIMCAaHUEM JIOJDKHO OBITh IIPOBEPEHO Ha OTCYTCTBUE BaKHOM
UH(POPMALIUHN WU JTUIICH3HOHHOTO IIPOTPAMMHOT0 00ECTICUECHUST;

JanpHeimas cyap0a MOBPEXICHHBIX YCTPOHCTB XpaHEHHUs, COJEPXKALIMX BaXKHYIO
uHpopMalnio, (YHUUYTOKEHUE WM PEMOHT) OIpEAesseTcsl Ha OCHOBE 3aKIIIOYEHUS
HKCIEPTHON KOMMCCHH.

BesonacHocTs paboyero Mecra corpyauaukoB [ BIIOY «HI Ty

Paboune mecta corpymaukoB I'BIIOY «HI'T» - nanbGonee MHOTOYMCIICHHAs KaTeropus
oobekToB UTKC, uepe3 KOTOpble BO3MOXKEH HECAHKIIMOHMPOBAHHBIA JIOCTYNl K HWH(OpPMAaIHH.
JleicTBUSI COTPYJHUKOB CJOXHO KOHTPOJMPOBATh, MO3TOMY B CHUCTEME 3allUThl HMH(OpManuu
HE00XO0/MMO NPEeTyCMOTPETh aBTOMATU3UPOBAHHBIE MEXAaHU3Mbl KOHTPOJIS JOCTyNa K TepMHUHAJIaM,
MOHHUTOPHHIa 3a JACUCTBUSIMM TIOJb30BaTeNIed M CHUTHAJIM3AlUM NpU OOHAPYKEHUU TOIBITOK
HECAHKIIMOHMPOBAHHOTO JIOCTYIA, a TAK)KE YCTAHOBIIEH JKECTKUH pErJIaMeHT J0CTyna K pabodum
MECTaM C ITOMOIIBI0 OPraHU3ALMOHHBIX MEp.

be3zonacHocts pabounx mect cotpyanukoB I'BIIOY «HI'T» npenycmaTtpuBaert:

JOKYMEHThl Ha BCeX BHJAX HOCHUTEIEM M TEXHUYECKHE CpeacTBa 00paboTKU
uHpOpPMAalLIMY, TOJDKHBI XpaHUThCS (pa3MelaTbcs) B IOMELICHHUAX, HCKIIOYAIOIINX
HECAaHKI[MOHUPOBAHHBIN JOCTYI K HUM,;

UCKJIIOUEHHE HECAHKIIMOHMPOBAHHOIO JOCTynma K WHQPOpPMALUHU, XpaHseWcs Ha
Pa3IMYHOTO pOJa HOCUTEAX;

NEPCOHAJbHBIE KOMITBIOTEPbI, TEPMUHAIBI M TNPHHTEPH JOJDKHBI  3alIUIIATHCA
6J'IOKI/IpaTOpaMI/I KiIaBHaTyphbl, HApOJIAMU WX JPYTrUMU METOJaMH Ha BPEMA OTCYTCTBUSA
M0JIb30BaTe,;

JOJIZKHBI OLITH IMPUHATBLI HAJACKHBIC MEPBI, HUCKIHOYAIOMUE HCECAHKIMOHHWPOBAHHOC
UCTIOJIb30BaHUE KOITMPOBAILHONW TEXHUKHU;

pacrieqaTku, coaepikamniie HHGHOPMAIHIO OTPAHUICHHOTO JOCTYIA TOJHKHBI H3bIMAThCS U3
IeyaTalollero ycrpoiicTBa HeMemneHHO HeoOXoauMo ycTaHaBIUBaTh IeYaTaOIIUe
yCTpOWCTBA AJIs IeYaT KOH(HICHINAIBHBIX TOKYMEHTOB B IOMEIICHHUSAX, TJe PaboTaloT
COTPYAHUKH, OTBECTCTBCHHLBIC 3a UX YUCT, XPAHCHUC WU BblIa1y HCIIOJTHUTCIISIM.



25

5.3. MeponpusTus no odecrnevyeHnio KaracrpogoycroiiunBocT MHGOPMALMOHHO-
TeJileKOMMYHUKaUOHHOM cucTtembl I'BITIOY «HI'T»

ObecrieueHne KaTacTpoPOyCTOWIMBOCTA HEOOXOTUMO [UIsI COXpPAaHEHHUS YCTOMYMBOCTH H
cradbmwibHOCTH (pyHKIIMOHMpOBaHus ['BIIOY «HI'T» u ee nHpOpMaIIMOHHO-TEICKOMMYHHKAITMOHHOM
CUCTEMBI B Pa3JIMYHBIX YCIOBUSX HEOIArONPHUITHOTO BO3JCHCTBHUS BHEITHUX U BHYTPEHHUX (aKTOPOB
TEXHOTEHHOTO W/WJIH MPUPOJAHOTO XapaKTepa.

Hns  obecrieueHus:  KaracTpopOyCTOMUMBOCTH ~ HEOOXOJMMO  BBIIOJIHHUTH  PaboTHI,
HaMpaBJICHHBIX HAa MHUHUMHU3ALKIO BO3MOXHBIX motepb ['BIIOY «HI'T» B yclnoBusAX akTUBHOTO
BO3/ICUCTBUS BHYTPEHHEN U BHELIHEN CPEJIbI.

OCHOBHBIE MEPOIPHUATHS II0 00ECIIEYEHNIO KaTacTpOohOoyCTONYMBOCTA HHPOPMALIHOHHO-
tenekoMmyHuKannoHuoi cucremMsl [BIIOY «HI Ty

- WAEHTHU(QHKALMS M aHaIu3 HeONarompusTHBIX  BO3AEHCTBMM Ha WH(POPMALMOHHO-
TenekommyHuKanonHyto cucremy ['BIIOY «HI'T», pazpaboTka crpareruii ympaBieHUs PHUCKaMH,
CBSI3aHHBIMU C IPUMEHEHHEM UH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHON CUCTEMBbI

- ompenenenne tpeboBanmii ['BIIOY «HI'T» k HenpepbIBHOCTH (DYHKIIMOHUPOBAHUS
MH(POPMALMOHHO-TEIEKOMMYHUKAIUOHHONW CUCTEMBI;

- OIIpe/IeJICHUE CTPAaTeruii BOCCTAHOBIICHNS UHPOPMALIMOHHBIX U IPYTHMX TEXHUYECKUX CHUCTEM
B CJly4yae BOZHUKHOBEHMsI OTKa30B U cOOEB;

- pa3paboTka ¥ JIOKyMEHTHPOBAaHHME IUIaHA oOOecredYeHuss KaracTpodoycToNIMBOCTH
nH(OPMALIMOHHO-TEIEKOMMYHUKAITMOHHOM cucteMbl [ BITIOY «HI Ty,

- BHEJApEHHE HEOOXOJUMBIX H3MEHEHHH B  TEXHUYECKOM, OpPraHU3allMOHHOM U
unpopmannonHom obecneuenun ['BIIOY «HI'T» cormacHo pa3paboTaHHOMY IJIaHy OOECIEYEHHUS
KatacTpo(oycTOMUNBOCTH HHPOPMALIMOHHO-TeIeKOMMYHUKalMOHHON cuctembl I BIIOY «HITy;

- moJJep)Kka  IaHa  o0ecredyeHuss — KaTacTpo(OoyCTOHYMBOCTH  MH(OPMALUOHHO-
TenekoMMyHuKannoHHo cuctemsl [BIIOY  «HI'T» B akTyaabHOM COCTOSHUHU  (BKJIIOYas
TECTUPOBaHUE IUIaHa, 00yUYeHUE NepCoHaNa, TEXHUYECKas MOAIEPHKKa UCTIOIb3yeMOro MPOrpaMMHOI0
Y ammapaTHOTo o0ecreueHus1, epruoInueckoe 0OHOBIIEHUE TIJIaHa)

Baxneitmmm kauectsom UTKC u, B uactHOCTH, 1IeHTpOB 00paboTku Aanubix (L{O) I'BIIOY
«HI'T» aBnsercs cnocoOHOCTh 0OecrieunBaTh TpeOyeMblil ypOBEHb OTKa30yCTOMYMBOCTU. BO3MOXKHO
MPUMEHEHMS CIEYIONIMX TEXHUUECKUX MEPONIPUATUN A1 00ecreYeHUs] OTKa30yCTONYMBOCTH:

- Crnenyer BHEAPATH TEXHOJIOTUH PE3EPBUPOBAHUS XPAHUIIHII TAHHBIX.

- CepBepHoe M JIpyroe KpUTHUECKOE 00OpYAOBaHHUE CIEAYeT pa3MellaTb TaKuM 00pa3oM,

YTOOBI CBECTH K MUHUMYMY W3JIUIITHUI TOCTYI B pab0vYre OMEIICHUSI.

- O6opynoBaHHe HEOOXOJMMO 3aLIUIIATh OT COOEB B CUCTEME 3JIEKTPONUTAHHS U APYIHX
HETOaJOK B DIEKTPUYECKOH ceTH. VCTOYHWK THMTaHUS TOJDKEH COOTBETCTBOBATH
creur(UKanusaM NPOU3BOAUTENSI 000PYIOBAHHUS.

- Crnenyer paccMOTpeTh HEOOXOIUMOCTh HCITOJE30BAHHS PE3EPBHOTO MCTOYHHUKA MTUTAHUS.
Jns  oOopynoBaHusi, TOAJCPKHUBAIOIIETO KPUTUYECKH BaXKHbIE IPOU3BOJICTBEHHBIE
CepBUCHI, PEKOMEHIIYeTCS YCTAaHOBUTh HCTOYHUK OecriepeboiiHoro mnuTaHus. IlmaH
JeMCTBUI B UpE3BBIYAWHBIX CUTYalMSX JOJDKEH BKIIOYATh MEPbI, KOTOpble HEOOXOIMMO
NPUHATH 10 OKOHYAaHWHM CpPOKa TOMHOCTH HCTOYHHKOB OecrepeOOHHOro MHTaHus.
O6opynoBanue, paboTaroliee ¢ MCTOYHUKAMH Oecriepe0OMHOTro MHUTaHUS, HEOOXOIMMO
PETYJISIPHO TECTUPOBATH B COOTBETCTBHU C PEKOMEHIAUSIMHU U3TOTOBUTEIIS.

- Cruenyer paccMOTpeTh BO3MOXHOCTb H3OJIALMU O0JacTed, TpeOyromux CheruaIbHOR
3aIMTHI, AJIs1 TIOHMKEHUS] HeOOXOJMMOTO YPOBHS OOIIEH 3amuThI.

Jnis  co3maHust cucteMsl obecreyeHus: KatacTpo(oyCcTOHYMBOCTH HEOOXOAMMO pa3paboTarh

CJIeIyIOIINE OPraHU3aMOHHO-PACTIOPAIUTENIbHbIE U HOPMAaTUBHO-TEXHUYECKHUE JOKYMEHTBI:

- [TonuTHka pe3epBHOrO KOMMPOBAHUS M BOCCTAHOBIICHHS JaHHBIX
- Ilman oOecrieueHuss HEMPEPHIBHOW PaOOTBI U BOCCTAHOBJICHHS PAbOTOCTIOCOOHOCTH
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noxacuctem AC

5.4. MeponpusiTHs 110 PelIEeHUIO 33124 3aIMTHI HHPOPMAIIUH OT
HECAHKIIHOHMPOBAHHOTIO 10CTYNA B MHPOPMAIMOHHO-TEJIeKOMMYHUKAIMOHHBIX
cucremax 'BIIOY «HI'T»

OcHoOBHbIE MEPONPUATHUS 11O 3aIIKUTe HHPOPMAIIUHU OT HeCaHKIIMOHUpoBaHHOTO AocTyna B UTKC
JOJDKHBI IIPEyCMaTpUBAaTh CIEAYIOLIEE:

- Ilpumenenne  cepTHPHUUUPOBAHHBIX  ANMAPATHO-TIPOTPAMMHBIX  CPEICTB  3aIIHTHI
undopmaruu ot HCJI.

- Mexanusmsl 3amutel o1 HCJ[ 10MKHBI OCYIIECTBIIATH 3aIIUTY CUCTEMBI OT BO3MOXHOCTHU
IOCTOPOHHUX JIMI[ OCYHIECTBIISITH PabOTy B cHucTeMe (MEXaHW3Mbl HMAECHTH(QUKALUU U
ayreHTH(ukanum), a takke nomydarb HCJl x uH(MOpMAIMOHHBIM pecypcaMm CHCTEMBI
(MeXaHM3MbI Pa3rpaHUYEHUs JOCTYNa B COOTBETCTBUU C MOJIHOMOYUSAMHU cyObekTa). Ilpu
peanM3aliii  ATHX MEXaHM3MOB 3aIlMTHl JOJDKHA HCIOJB30BAaThCS COBOKYIHOCTh
OpraHU3alMOHHBIX, MPOrPaMMHBIX (MApPOJIM, MATpHUILbl JOCTyHa U Jp.), ammapaTHo-
IPOrPaMMHBIX U TEXHUYECKHX METOJIOB 3aIMTHI.

- 3ammra cuctembl oT HCJl nomkHa oOecrneunBaTbcs Ha BCEX TEXHOJIOTMYECKHX ATarax
nepeaayn, o0OpaboTKU U XpaHEHHUS HH()OPMAIIMH M TIPU BCEX PEKHMAX PadOTHI CUCTEMBI, B
TOM YHCJI€ TpPU MPOBEJAECHUU PEMOHTHBIX M perjJamMeHTHbIX pabor. Ilpu s3TOoM
peanin3oBaHHbIE B cucTeme cpeiactBa 3amuTbl oT HCJl He NOKHBI yXyAlllaTh OCHOBHBIE
(GYHKLNOHATIbHbBIE XapaKTEPUCTUKH CUCTEMBI.

- 3amwmra cucreMbl or HCJ/[ ¢ mnomompio MporpaMMHBIX, MPOrpaMMHO-aNIapaTHBIX H
TEXHUYECKUX METOJI0B JJOJDKHA 00eCIeYnBaTh:

O 3alllUTy TEXHUUYECKUX CPEACTB 00paboTKH MH(OpMaLINY;

O 3amuTy 0a3 1aHHBIX;

O 3alllUTy CUCTEMBI YIIPABICHUS.

- 3ammra ot HCJ] nomkHa CTpOUTHCS Ha OCHOBE CUCTEeMBI pasrpaHuueHus jnocrtyma (CPJI)
MoJIb30BaTeNe K cucreMe U ee MH(OpMalMOHHBIM pecypcaM. OCHOBHBIMH (QYHKIUSMU
CP/I n0JKHBI SIBASTHCS:

o peamuzanus mnpaBwin pasrpanudeHust gocryna (I1PJ]) mnone3oBateneit u wux
IpOIECcCOB K NH(OPMAIIMOHHBIM pecypcam;

o peanuzanus [IP/] nonp3oBarenel Kk yCTpoWCTBaM CO34aHUs TBEPABIX KOIUI;

O H30JALMSA IPOrpaMM IIPOIECCa, BBIINOJIHAEMOr0 B HMHTEpPECax IIOJb30BaTElNs, OT
JIPYTHUX MOJIb30BATENEN CUCTEMBIL;

O peanmuzauus TNpaBwl OOMEHAa JAaHHBIX MEXAY I10JIb30BaTeNsIMH  CHUCTEMBI,
MOCTPOEHHBIX MO CETEBbIM MPUHIUIIAM.

- Ob6ecneunBatomiue cpeactsa CPJI 10 KHBI BBIOTHATH CIEAYIOUINE OCHOBHBIC (DYHKIIUU:

O UISHTU(PUKAIUIO U ayTeHTU(UKALUIO TOJb30BaTeNIe CUCTEMBbl U MOJJEpKaHHE
IPUBS3KH K UX IPOIIECCAM, BBINOIHAEMBIM B UX UHTEPECAX;

O PETrHCTpalyi0 JCHCTBHA TOJIb30BATENEH M BBIOJHAEMBIX B HMX HMHTEpEcax
IIPOLIECCOB, IPEAOCTABICHUE BO3MOXHOCTH HCKIIOUEHHMS M BKIIOYEHMS] HOBBIX
MoJib30BaTeiel M OOBEKTOB JIOCTyHa, a TakXe HM3MEHEHUE IOJTHOMOYMM
10JIb30BATENEH;

O Ppeakuui0 Ha TOMBITKM HECAaHKIMOHUPOBAHHOTO JOCTyNa (CUTHAIM3AIMIO,
OJIOKMPOBKY U T.1.), BOCCTAHOBJIEHUE MEXaHU3MOB 3amuThl ocie HC/L;

O TECTHUPOBAHHUE;

O OYHCTKY ONEpaTHUBHOM MaMATH M pabo4yMx oOyacTeld Ha MAarHUTHBIX HOCUTEISX
10CJIe 3aBepIleHHs paOOThI OJIB30BATENS C 3ALIUILEHHBIMU JaHHBIMM;

O ydYeT BBIXOJHBIX NEUaTHBIX U Trpaduyeckux (GopM, a TaKKe TBEPIAbIX KOMHUU B
CUCTEME;

O KOHTPOJb LEJIOCTHOCTH IMpOrpaMMHON U uH(popmMarmonHoi yactu kak CPJI, Tak u
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o0ecreynBaroIuX ee CPeICTB.
- Ilpaktnueckas peanuzaumss CPJ[ nmomxHa onpenenarbcss € y4ETOM KOHKPETHBIX
0COOEHHOCTEH CUCTEMBI U MOXKET BKJIIOYATh B Ce0s1 CIICAYIOIINE CIIOCOOBI M MX COUYETAHMS:
O pacmpezeneHHas cucrema pasrpaHuueHus gocryma u CPJl, nokanuzoBaHHasi B
anmnapaTHO-NPOrpaMMHOM KOMIUIEKCE CUCTEMBIL;
o CPJl B pamkax onepalroOHHONW CUCTEMbI, CUCTEMBI YIIpaBIeHUs 0a3aMu JaHHbBIX WU
IPUKIIAIHBIX IIPOTpamMm;
o CPJl B cpeacrtBax peaqu3alldd CETEBBIX IMPOTOKOJOB B3aUMOJICHCTBUS HIIM Ha
YPOBHE IIPUIIOKECHU;
o Ilporpammuas u (uin) Texaudeckas peanuzarus CP/I;
o IlporpammMuas u (W1n) anmnapaTHas peaau3alus KpUITOrpapuuecKux (yHKIHHA.
B pamkax cucremsl 3amutsl oT HCJ] Heo0X0auMo BHEIPUTH KOMILJIEKCHYIO CHCTEMY 3aIIUThI
0a3 JaHHBIX, COACPIKAIIMX KPUTHYHYIO K HAPYIICHUIO 0€30MaCHOCTH HH(POPMALHUIO.

Jns co3maHus cUCTeMbl 3alluThl WHGOPMalUMU OT HECAHKIHMOHHUPOBAHHOTO JOCTYyNa B
MH(POPMAIMOHHO-TEIeKOMMYHUKAaMOHHBIX cuctemMax ['BIIOY «HI'T» HeoOxomumo paspaboTarh
CJIEYIOIIHEe OPraHU3AI[MOHHO-PACTIOPATUTENbHBIE U HOPMATUBHO-TEXHIUYECKHUE JOKYMEHTBI:

- Tlomoxenue o pasrpaHMYeHUH TPaB AOCTYNA K HH(OPMAIIMOHHBIM pecypcam
- JlomXHOCTHBIE MHCTPYKLUU aAMHUHUCTPATOPOB U CHEIHAIUCTA MO 3aliuTe HH(HOPMALIUU.

5.5. Meponpusitus no odecne4eHu 0 6e301acHOro NHGOPMALMOHHOIO
B3aumoaeicTeusi 'BIIOY «HI'T» ¢ opranusanusimm, MUHUCTEPCTBAMM U
Be/IOMCTBaMH

K OCHOBHBIM MeponpusATHSM IO oOecreueHHI0 0e30IacCHOCTH CeTeBOro HH(pOPMALMOHHOIO
B3aumozeiicteus ['BIIOY «HI'T» ¢ BHemIHMMHU NOTpEeOUTENSIMHU, MOJNH30BATEISIMU U HCTOUHHUKAMU
uHpOpMaIU, OTHOCITCS:

- IIpenorBpamnienue BO3MOKHOCTH YTEUKHU KOH(UIEHIMATBbHOM uH(popMaluuy,
obpabareiBaemoit B UTKC I'BIIOY «HI T», yepe3 BHELIHIOIO CETb.
- Ob6ecneuenune 3anuThl pecypcoB UTKC co cTopoHbI BHEIIHEH CETH.

Tak xak pecypcet U'TKC (B wactHocTn — cuctema «lanaktuka ERPy»), npennasnauennsie mms
JI0CTyIa U3 BHEIIHEH ceTH (1Mo KaHaiaM CBsI3U ceTeil oOIIero Mmosb30BaHus), MOABEPKEHBI aTakaM U3
BHEIIIHEW OTKPBITOM CETH, TO BEJOMCTBEHHBIN (3alUIICHHBIN, COAEPKAMUNA KOH(PUACHIIUATHLHYIO
MH(OPMaIINIO) U BHEIIHUH (OTKPBITHIN) TpapUKU JOKHBI ObITh (u3ndecku paszaeneHsl — B UTKC ne
JOJDKHO OBITh BBIYUCIUTENBHBIX CPEACTB (pabouMx CTaHLUM, CEPBEPOB, MEXKCETEBBIX SKPAHOB),
KOHIIEHTPUPYIOLINX Ha ceOe OJHOBPEMEHHO BEJJIOMCTBEHHBIH U BHEIIHUI Tpaduk.

[Ipu opranu3anuu ceTeBOro B3aMMOJICHCTBHS CIIEYET HCIOIb30BaTh CPEICTBA 3AILUTHI:

- BrouzeneHHele cpeacTBa  MEXKCETEBOTO IKPAaHUPOBAHUS (MJIM  MEKCETEBbIE HKPAHBI),
YCTaHABIIMBAE€MbIE Ha CThIKE CETel, KOHIIEHTPUPYIOLIHE Ha cebe MexKCceTeBOr TpaduK;

- MexaHu3Mbl KOHTPOJI JOCTYyNA K JOKAJIBHBIM M CETEBBIM pecypcaMm, BXOZSAIINUE B COCTaB
C3U HCJl, ycranaBnuBaemoii Ha paboune cranuuu u cepsepsl UTKC, pemaromue 3agaun
(GUIbTpaluy BHYTPUCETEBOTO TpaduKa U JOCTYIMA K JOKAJILHBIM pecypcam;

- AHTUBHpYCHBIE CPE/CTBA;

- CpencrBa 00HapYXeHHUS KOMIBIOTEPHBIX aTaK.

VYKa3aHHBIMU CPEJCTBAMH JIOJKHO 00€CTIeYnBaThCS:

- pasrpaHMyeHHMEe JocTyna (MO BXOJAIIEMYy M HcXojdiieMy Tpadukam) no azapecam (IP
ajipecam) U CETEBBIM MTPOTOKOJIaM K XOCTaM BHEIIHEH/BHYTPEHHEHN CETH;

- TpaHCIALHMS aJpecoB — BO BHEIIHEH CeTH JOJDKEH OBITh “BUACH” TOJIBKO aJpec
KPUINTOMAapIIPyTU3aTOpa, YTO MO3BOJIAET CKPBIBaTh CTPYKTYPY BHYTpPEHHEH ceTH (agpeca
pabouux cTaHIMK U CEpPBEPOB BHYTPEHHEH CETH);

- 3alqUTa OT CeTEBbIX aTak (BUPYCHl, ILIMHOHCKUE IPOrpaMMbl, aTakl Ha OTKa3 B
00CITy’)KUBaHUH);
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- ayAMT JOCTyNa K pecypcaM BHEIIHEN CETH;

- ayTeHTH(UKalUs yJaJICHHBIX MOJIb30BaTeNeit
Baxneiimum ycnoBueMm oOecnedeHHs 3alUIIEHHOTO JOCTyla K BHEIIHMM pecypcaMm
SBJIACTCS peaju3anus JAEMUIUTAPU30BAHHON 30HBI, C IENbI0 (PU3UUYECKONH H30JISALUU
BHYTPHCETEBOTO W BHEIIHEro TpadukoB. JlaHHOE pemeHne JOKHO —I03BOJISATh
B3aMMO/ICIICTBOBATh II0JIL30BATENSIM BHEUIHEH CETH TOJNBKO C CepBEepaMH BHEIIHErO
J0CTyNa, W JejlaTh HEJOCTYNHBIM JJIsi HHUX JOCTYIN, HPEXAE BCEro, K BHYTPEHHUM
cepBepaM, a Takke K pabouyuM CTaHLMSM 3allUIIaeMOi KOPIOPATUBHON CETH, Aa)Ke MpHU
IIPEOIOJICHUH 3AILUTHI, PEATU3YEMON CPEICTBAMU MEXKCETEBOI0 SKPAHUPOBAHUS.

5.6. MeponpusTHs 10 OPraHU3aluu KPUNTOrpaguyeckoi 3auTsl HHGoOpMau

B nensx 3amutel koHpuaeHmanpbHo wuHpopManuu B AWC T'BIIOY «HI'T» momkHbI
MPUMEHSTHCS CPECTBA KpUNTorpaduueckoii 3ammthl nHpopmanmu (CK3N).

K CK3U npeabsaBnsoTes ciaenyromme TpeOoBaHus:

— CK3W nmomkHBI JONMYyCKaTh WX BCTPAMBAHHE B TEXHOJIOTHMYECKYID CXeMy OO0pabOTKU
ANEKTPOHHBIX COOOIICHHI, 00ECTIeunBaTh B3aUMOACHCTBHE C MPUKIAIHBIM MPOTPaMMHBIM
obecriedeHreM Ha ypoBHE 00pabOTKH 3aIIpOCcOB Ha KpunTorpadudeckue mpeoOpa3oBaHus U
BbIJJa4YM PE3YJIbTAaTOB;

— CK3MU nomKHBI TOCTABIATHCS Pa3padOTINKAMU C MOJHBIM KOMIUIEKTOM SKCIUTYaTallHOHHON
JOKYMEHTAIMH, BKJIIOYasl ONHUCAaHUE KIFOYEBOM CHCTEMBI, IpaBUiia paboThl ¢ HEH, a Takxke
000CHOBaHKE HEOOXOJMMOT0 OPTraHU3AI[MOHHO-ILITATHOTO 00ECIIeYeHHUS,;

— CK3M gpomxHbl OBITHh peaqu30BaHbl Ha OCHOBE aJITOPUTMOB, COOTBETCTBYIOLIMX
HallMOHAJBHBIM cTaHAapTtam Poccuiickoit ®enepanuu u (WiIM) YCIOBHUSIM JOTOBOPOB C
KOHTpareHTaMu;

— CK3U pomxHBI MMETh CTPOTHM pEerjiamMeHT MCIOJIb30BaHUS KITIOYEH, MpeArnoararonui
KOHTpPOJIb CO CTOPOHBI aJIMUHUCTpATOpa OE30MACHOCTH 3a JACHCTBHUSAMH I10JIb30BATENs HA
BCEX JTamax paboThl ¢ KIIOUeBON MHpopMalueil (MorydeHne KIIoueBOro HOCUTENS, BBOJI
KJIFOUEH, HCII0JIb30BaHKE KIIIOUYEH U caya KI04eBOro HOCUTETS);

— CK3U pomkHbl obecrieynBaTh pealu3alldio Tpoleayp cOpoca Kiroded B choydasx
OTCYTCTBMSI ILITAaTHOM AaKTUBHOCTH IIOJb30BATEIEH B COOTBETCTBUU C PETJIAMEHTOM
HCIIOJIF30BaHUS KITIOUCH;

— CK3U He nomwkHBI OpeabaBisaTh TpeOoBanuidi k OBM mno crneuuanbHOR mpoBepke Ha
OTCYTCTBHE 3aKJaJHBIX YCTPOMCTB, €CIM HWHOE HE OrOBOPEHO B TEXHUYECKOH
JIOKYMEHTAIlMU Ha KOHKPETHOE CPENICTBO 3aIIUTHI;

— CK3U He nomkHbI TpeOOBaTh TOMOTHUTEIBLHOM 3alIMTRl OT YTEYKU MO MOOOYHBIM KaHallaM
ANEKTPOMArHUTHOIO U3JIy4YEHHUS.

IIpn npumenennn CK3M B AVC 1OJKHBI MOAAEPKUBATHCS HEMPEPBIBHOCTH IPOLIECCOB
nporokonupoBanus padotel CK3U u obecrieueHHs ETOCTHOCTH MPOTPAMMHOIO OOecTeueHus AJis
Bcex anemeHToB ANC.

WudopmanronHass 0e30MacHOCTh MPOIECCOB  HW3TOTOBJICHUS KJIIOYEBOW  HMHQOpMAIMH
nokymeHToB CK3U pomkHa obecrieunBaThCS KOMIUJIEKCOM TEXHOJIOTHYECKUX, OPTraHU3aI[MOHHBIX,
TEXHUYECKUX U IPOrPAMMHBIX MEP U CPEJCTB 3AILUTHI.

PernamenT renepanuu, pactupeneneHus, XpaHeH!Us U YHUYTOXEHUS, TTOAK3EMIUIIPHOTO ydeTa
KpunTorpaguueckux KIoued, a Takke MepPUOANYECKHe MPOBEPKHU BBITOIHEHUS IMOIH30BATEISIMU
TpeOOBaHMN 1O XpaHEHUI0 U OKCIUIyaTallud KpUNTOrpaguueckux Kiodel omnpenensercs
«HCcTpyKIMel 00 opraHu3auu U o0ecreyeHuH 0e30MacHOCTH XpaHeH s, 00pabOTKU U Tepeavu 1o
KaHajaM CBSI3M C HCIOJb30BaHUEM CpEJICTB KpunTorpadpuyeckol 3ammuTbl HHGOpMaLUU C
OTpaHUYEHHBIM JIOCTYIIOM, HE COAEp Kallel CBEIECHUN, COCTABISAIONIMX TOCYIAPCTBEHHYIO TallHY» OT
13 urons 2001 r. Nel52. Jlannas MucTpykuusi ompenenseT €AuHbIi Ha Tepputopun Poccuiickoi
@enepanuy MOpsAAOK OpraHU3alUKM U o0ecredeHns 0e30MaCHOCTH XpaHeHus, 00paboTKH U Tepeadn
10 KaHajgaMm CBs3M C wucnojib3oBaHueM cepruduimpoBandbix CK3U (mmdpoBambHBIX CpPEACTB)
MOJJIEKAIIEH B COOTBETCTBHH C 3aKOHOAATENLCTBOM Poccuiickoit denepannn 00s3aTeIbHON 3aIIUTe
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uHpOpMAllUM C OrPaHMYCHHBIM JIOCTYIIOM, HE€ COJep)Kalled CBEACHUH, COCTaBISIOIIMX
rOCyJIapCTBEHHYIO TaMHY.

HcnonpzoBanne CK3M 101KHO OCYILIECTBIATHCS B IOJHOM COOTBETCTBUU C KOHCTPYKTOPCKOM
MU DKCIUTyaTallHOHHOW JOKyMEHTanuen, npencrapiasieMond mpouspoautesieM CK3U. BuyTpenHuit
nopsanok npuMenenuss CK3U B I'BIIOY «HI'T» nomkeH BKIOYaTh:

— IOPS/I0K BBOJIA B JICHCTBHE;

— MOPAJIOK IKCIUTyaTalllH;

— TOPSI0K BOCCTAHOBJICHUS pabOTOCIOCOOHOCTH B aBAPHIMHBIX CITydasix;

— MOPSAJIOK BHECEHUS] U3MEHEHMUI;

— MOPAJIOK CHSTHS C IKCIUTyaTalluH;

— IMOPSAAOK YIPaBIEHUS KIIFOYEBOU CUCTEMOM;

— TOPS/IOK OOpAIeHUsI C HOCUTENSIMHU KITF0UYEBO HH(POPMAIIHH.

5.7. MeponpusiTusi 10 aHTUBMPYCHOI1 3a1uTe HHPopMaUMOHHBIX pecypcoB I'BIIOY
«HI'T»

Llenpro co3maHusi CUCTEMbl aHTUBHPYCHOM 3alllUTHI  SIBISETCS OOecleyeHue 3allUIeHHOCTH
nH(POPMAIMOHHO-KOMMYHUKaMOHHOM cucteMbl I'BIIOY «HI'T» OT BO3nEHCTBHS pa3IudHOrO poja
BPEJOHOCHBIX MPOrPaMM M HECAHKLIIHOHUPOBAHHBIX MACCOBBIX IMOYTOBBIX PACCHUIOK, MPEIOTBPAILICHUS
UX BHEJIPEHUS B MH(QOPMALMOHHBIE CUCTEMBbI, BBISBICHMS W O€30IIaCHOrO YJAJE€HHUS U3 CHCTEM B
cllydae TomajgaHus, a Takke QuubTpanmuu goctyna nonb3oBarenceii ['BIIOY «HI'T» «
HENpOAYKTUBHBIM MHTEpHET-pecypcaM U KOHTPOJIS UX AIEKTPOHHON NEPENUCKH.

OcHoBormonararomuMu TpeboBaHusIMU K cucteMe aHTuBupycHoil 3amutel ['BIIOY «HIT»
SIBJISIFOTCSL:

- pelieHHe 3aJayd aHTUBUPYCHOM 3alllUThl JOJHKHO OCYILECTBISATHCS B OOIIEM BHJE.
CpencTBo 3aluThl HE JOJKHO OKAa3blBaTh MPOTUBOJCHCTBHE KOHKPETHOMY BHUPYCY WIIU
IpymIe BUPYCOB, IPOTUBOJEHCTBUE JOJKHO OKa3bIBATHCS B MPEIIOJIOKEHUAX, YTO BUPYC
MOXKET OBbITh 3aHECEH Ha KOMIIBIOTEp M O BHpyce (O €ro CTpykTrype (B YacTHOCTH,
CUTHAType) U BO3MOXKHBIX IEUCTBUSAX) HUYETO HE U3BECTHO;

- pelleHHE 33]1a4d aHTUBUPYCHOM 3aIUThI JOJIKHO OCYIECTBIATHCS B PEAJIbHOM BPEMEHH.

MepornpusTusi, HallpaBJIE€HHbIE Ha PELIEHUE 33/1a4 110 aHTUBUPYCHOMN 3allUTe:

- HeoO0XOAMMO MPOBOAWUTH MOJUTUKY, TPEOYIOLIYIO YCTaHOBKH TOJBKO JHMIEH3UPOBAHHOTO
MIPOTPAMMHOTO 00ECTICUCHHS;

- aHTHBHUPYCHBIE MpPOrpaMMHBIE  CpEJICTBA JOJDKHBI  PETYJISIPHO  OOHOBIATBCA U
MCIOJIb30BaThCA AJIs MPO(YUIAKTUIECKUX TPOBEPOK (JKEIATEIBHO €KETHEBHBIX );

- HENPEPBHIBHBIM KOHTPOJIb HaJl BCEMU BO3MOYKHBIMM ITyTSMH IPOHUKHOBEHUS BPEJOHOCHBIX
nporpamm B UTKC TI'BIIOY «HI'T», MOHMTOpPMHI aHTHBUPYCHOWH O€30MacHOCTH U
oOHapyKeHHe JECTPYKTUBHOW aKTUBHOCTH BPEIOHOCHBIX IPOTpaMM Ha BceX OOBEKTax
UTKC;

-  ©KEIAHEBHBIM aHAIW3, PaH)XKMPOBAaHHE W IPEAOTBPALIEHUE YIPO3 pPACIpPOCTPAHEHUS U
BO3/ICIICTBUS BPEOHOCHBIX MPOTrpamMM IyTEM BBISBICHUS YSI3BUMOCTEH HCIOJIB3YEMOro B
UTKC nporpammuoro obecrneuenuss OC M CeTeBbIX YCTPOMCTB M yCTpaHEHUs
oOHapyX eHHbIX Je(eKTOB B COOTBETCTBUM C JaHHbIMM nocTaBimuka [10 u apyrux
CHELHATU3UPOBAHHBIX SKCIIEPTHBIX AHTUBUPYCHBIX CITYXKO.

- IpoBeneHHE NPOMUIAKTUYECKHX MEPONPHUITHH IO MNPEAOTBPAIICHUIO M OrPaHUYECHUIO
BUPYCHBIX JMMJAEMUMN, BKIIOYAIOIINUX 3arpy3Ky M pa3BEpThIBAHUE CIIELHUAIBHBIX INPABUI
HeUTpanu3anu (OTPAKEHUIO, W3OJSIMU W JUKBUAAIIMHN) BPEIOHOCHBIX MPOTPaMM Ha
OCHOBE PEKOMEHJAIMil 10 KOHTPOJIO aTak, MOATrOTABIMBAEMBIX pa3pabOTUYMKOM CpPEICTB
3alIUTHl OT BPEJOHOCHBIX MPOrpaMM M JPYTMMHU CIEUHATU3UPOBAHHBIMH HKCIEPTHBHIMU
AHTUBUPYCHBIMH CIy’)KOaMH 710 TOro, Kak OyJIyT BBINYyIIEHBI (hailibl HCIIpaBlIeHUH,
MIPU3HAKOB ¥ AHTUBUPYCHBIX CUTHATYP.

- HeoOXOAMMO MPOBOJIUTH PETYISIPHYIO MPOBEPKY LEIOCTHOCTH KPUTHUYECKU Ba)KHBIX
mporpaMM M JaHHbIX. Hanuuue numHux (aiaoB U ClIeJ0B HECAHKIIMOHUPOBAHHOIO
BHECEHUS U3MEHEHUH JOJDKHO OBITh 3apETUCTPUPOBAHO B KypHAJIE U PACCIECI0BAHO;
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JMCKEThI, TUCKH, TUCKOBBIC HAKOMUTENIH JII0OOOr0 THUIA HEU3BECTHOTO IMPOUCXOXKICHHUS
clIeIyeT IPOBEPATh Ha HaJM4Ke BUPYCOB /10 UX UCIOJIb30BaHUS;

HEOOXOUMO CTPOTrO TPHJIEPKUBATHCS YCTAHOBICHHBIX MPOLEAYP MO YBEIOMICHHIO O
ciydasx nopaxenus AVUC KOMIbIOTEpHBIMU BUPYCAMU U MPUHSATHIO MEP MO JUKBHUIALUU
MIOCJIEACTBUM OT UX IPOHUKHOBEHUS;

clieyeT UMETh IJIaHbl obecrieueHus OecriepeOoiHO paboThl OpraHu3aluy JUIs ciaydaeB
BHUPYCHOT'O 3apa’kK€HHs], B TOM YHMCIIE IUIAHbI PE3EPBHOIO KOMUPOBAHHS BCEX HEOOXOAUMBIX
JNAHHBIX U MPOTPaMM MU HUX BOCCTAHOBJICHUSA. DTU MEPbl OCOOCHHO Ba)KHBI I CETEBBIX
(baitioBBIX CepBEPOB, MOIECPKUBAIOIINX OOJBIIOE KOJTHMYECTBO pabOUNX CTAHIIHA.

B pamMkax co3maHusi CHCTEMbI aHTHUBUPYCHOM 3alTuThl HHPOPMAIMOHHBIX pecypcoB ['BITIOY

«HI'T» Heobxoaumo pa3paboTarh CIEAYIONINEe OpPraHU3alMOHHO-PACTIOPSIIUTEIbHBIE 1 HOPMAaTUBHO-
TE€XHUYECKHE JOKYMEHTBI:

[Tonoxenue 00 aHTUBHPYCHOM KOHTpOJIE, BKIIOYas OIpEJesIeHHE OCHOBHBIX LIENed H
00J1aCTH IPUMEHEHUS CUCTEMbI AHTUBUPYCHOM 3allUuThl, TPeOOBAaHUS K IEPCOHAIY, CTEIIEHb
OTBETCTBEHHOCTH, CTPYKTYPY U HEOOXOJIMMBIM YPOBEHb 3aILUIIEHHOCTU OT BPEJOHOCHBIX
OporpaMM, CTaTyC M JIOJDKHOCTHBIE OOS3aHHOCTH COTPYIHUKOB OTJIENIa CONPOBOXKICHMS
CHUCTEMBbI AHTUBUPYCHOM 3aIIATHI
JIOJKHOCTHBIE MHCTPYKLUHU aJMHHUCTPATOPOB M COTPYAHUKOB O€30MACHOCTH, KOTOPHIE
JIOJKHBI BKJIFOYATh:
o Ilopsanok ycTaHOBKM UM HACTPOWKH CPEACTB aHTUBHUPYCHOM 3alLUTHI;
o [Ilopsnok skcmiryaranuu CpeicTB aHTUBHPYCHOM 3alluThl, B T.4. oOHOBIeHHE [10,
MOHMTOPHHT U YIIPABJICHUE;
o Ilopsnok nercTBUS B IEPUO BUPYCHBIX SIHUIEMUN;
o Ilopanok nedcTBUIl NpM BO3HMKHOBEHMM BHEIUTAaTHBIX CUTYalUM, CBSA3aHHBIX C
paboTOCIOCOOHOCTBIO CPEICTB AHTUBUPYCHOM 3aIUTHI;
o Ilopsanok aeicTBUs [UIsl yCTpaHEHUS NOCIEACTBUN 3apakCHUM.
o TexHonornyeckne NHCTPYKIUU

5.8. Meponpusitus Mo 00HAPYKEHNI) KOMIBITEPHBIX ATAK HA HH(POPMAIIMOHHBIE
pecypchl U TeJieKoMMyHUKannoHHble cucremsl I BIIOY «HI'T»

OcHoBormonaralolmuMu TpeOOBaHUSIMU K CHUCTEME OOHapy)KEHHsS KOMIIBIOTEPHBIX aTaKk Ha
nH(OpPMaIMOHHbIE pecypchl U TeaekoMMyHuKanoHHble cucteMsl [ BIIOY «HI'T» sBnstores:

cucTeMa 0OHapyKeHUS! KOMIIbIOTEPHBIX aTak JODKHA OBITh CepTU(ULIMPOBAHA;

cucreMa OOHapy>KeHHUs] KOMIBIOTEPHBIX aTakK JIOJKHA OBITh CHOCOOHA BBISBIIATH aTakH,
HalpaBJICHHblE Ha HapylleHWe KOH(PHUAECHUUATbHOCTH, UEJIOCTHOCTH U JIOCTYIHOCTHU
MH(POPMAIMOHHBIX PECYPCOB.

Cucrema oOHapyKeHHsI KOMITBIOTEPHBIX aTak J0JKHA 00eCreYnBaTh BO3MOXHOCTh BBITIOJTHEHHS
CIIEYIOIINX OCHOBHBIX (DYHKITHIL:

BbISIBJIEHHE MH(POPMAIMOHHBIX aTak Ha MpukiagHoMm ypoBHe cteka TCP/IP mocpenctsom
aHaJIM3a [aKeTOB JaHHBIX, nepenaBaemMblx B UTKC;

OJIOKMPOBAaHKE TAKETOB JIAHHBIX, HAPYIIAIOUINX 33JJaHHYIO MOJIUTHUKY OE€30M1aCHOCTH;
MOHUTOPHUHT TpaduKa, IUPKYIUPYIOIIETO0 Ha CETEBOM, TPAHCIOPTHOM M MPHUKIATHOM
YPOBHSIX MOJEIHN B3aUMOJIEHCTBHS OTKPBITBIX CUCTEM;

BBISIBIIEHHE aHOMAJIMI CETEBOTO TpaduKa,

OIOBEILIEHNE aIMUHHCTpAaTOpa 0e30MacHOCTH 00 OOHApYKEHHBIX aTakaxX MM aHOMAJIMAX
ceTeBoro Tpaduxka.

5.9. MeponpusiTHsi 0 COBEPIIEHCTBOBAHUIO OPTaHU3AIHOHHO-IITATHON CTPYKTYPBbI
No/Apa3/iesIeHUil, 0TBeYAUINX 3a odecrnedyeHue HHPOPMAIIMOHHOH 0€30NACHOCTH
I'BIIOY «HI'T»

OCHOBHBIE MEpPONPHUATHSA 10 COBEPIICHCTBOBAHUIO OPraHM3aLMOHHO-IITATHON CTPYKTYpBI
MOJIpa3/IeleHUH 3aIUThl HHPOPMaLUK:



31

- CO3/1aHue OT/eNa MO 3al|Te HHPOPMALUU

- OCHAIIEHHE OT/eNa MO 3aluTe HHPOPMAIMKU IPOrPaMMHO-TEXHUUECKUMHU CPEICTBAMU IS
npoBeaeHust KouTpodisi coctostuust Ub B TBIIOY «HI'T»

- MPOBEACHHE MEPONPHUSATUN [0 MOBBIIICHUIO KBATU(UKAIMHU COTPYAHHKOB OTAeNa IO
3anuTe HHPOpPMauu

5.10. MeponpusiTusi 0 NOBBINIEHUI0 KBATU(PUKANMH CHIEHMATUCTOB B 00J1aCTH
3alUThHI HH(pOpMaIUU

[ToaroroBka u mepenoAroToBka mnojbs3oBarened u crneuuanuctoB ['BIIOY «HI'T» mo 3ammure
uHpopmanuu TpeOyeT co3JaHHEe CHUCTEMbl IIOBBIINICHUS YPOBHS TEXHMYECKOH TIPaMOTHOCTH U
MH(GOPMHUPOBAHHOCTH TOJIb30BaTeNeil B oOmacté MHGOPMAIMOHHONH O€30MacHOCTH, a TaKKe
MEPEernoAroTOBKH CIEUUATNCTOB MO 3amuTe uHpopmauuu. Jljis 3TOro HEOOXOAMMO pEryiaspHO
IIPOBOAUTH TPEHUHTH JJIsl IEPCOHANA U KOHTPOJIb TOTOBHOCTH HOBBIX COTPYAHHKOB IO IPUMEHEHUIO
mpaBwil HMHQOPMAIIMOHHOM 3allUTHI, a TaKXe MEPUOAMYECKH OCYIIECTBISTh MEPErnOATrOTOBKY
CHELMAIMCTOB MOApa3JIeNeHUi 3amuThl nHopMauu. OCOOEHHO BaXKHO IPOBOAUTH TPEHUHIH INPU
W3MEHEHUU KOH(UTrypanuu UHPOPMALIMOHHOW CHCTeMbl (BHEAPEHWHM HOBBIX TEXHOJIOTUH U
MPUKJIAJHBIX aBTOMAaTU3UPOBAHHBIX CHCTEM, CMEHbl OOOpYJOBaHUS, OIEPALMOHHOM CHUCTEMBI,
KITFOUEBBIX MPUIIOKEHUH, IPUHATHH HOBBIX MPABIII WIM UHCTPYKUIUHN U T.1.)

5.11. Meponpusitusi 10 BHyTPpeHHeMY ayIuTy HHGOPMALMOHHBIX CHCTEM
I'BITIOY «HI'T»

Buytpennuit aynut undopmarmonssix cuctem I'BIIOY «HI'T» npousBoautcs cOTpyaHUKAMU,
OTBETCTBEHHBIMH 3a HH()OpPMAMOHHYIO 0€30macHOCTh, MO pacropspkeHuto aupektopa ['BIIOY
«HI'T». Cpoku u pexuM NpOBENEHUs BHYTPEHHETO ayAuTa ycTaHaBiuBaroTcs qupekropoM ['BIIOY
«HI'T».

Ilenpt0  BHYTpEHHErO  ayauTa  SBISETCA  OLEHKA  TEKYIIETr0  COCTOSHUS ~ CHUCTEMBI
uHpopmanronHoit OezonmacHoctu WTKC, pa3paboTka win akTyanus3aluss OpraHU3alMOHHBIX U
TEXHHYECKMX TpeOoBaHMH K cucreMe HH(popMmanuoHHoid ©Oe3onmacHoctu [BIIOY  «HI'T»,
MIPOrHO3MPOBAHUE HA OCHOBE 3TOTr0 TpeOyeMbIX 3aTpaT Ha €€ MOoJJepKaHie U MOJIEPHU3ALUIO.

TpeboBanus k cucteme HH(HOPMAIIMOHHON 0€30MacHOCTH pa3padaThIBAIOTCS HA OCHOBE aHAIM3a
CYHIECTBYIOIIUX YIpo3 HHPOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHONM  CUCTEMbI, HJEHTU(UKALNUN
CYIIECTBYIOIUX YSI3BUMOCTEH 1 OLIEHKU BEJIMYMHBI BO3MOXKHOTO yIepoa.

Pesynbrarel ayauTta JOJKHBI  COJEp)KaTh OTYETHI 1O  oOecredeHHro  0e30MacHOCTU
MHGOPMALMOHHOM CHCTEMbI MOAPA3/IeNeHHs B 1I€JIOM WM €€ JIOTHYeCKUX KOMIIOHEHTOB. OmnucaHus,
BbISIBJICHHbIE (DAKThl M PEKOMEHJAIMH, MOJTY4YEHHbIE B XOJ€ NPOBEACHMS ayduTa, JOJKHBI OBITH
MCTOJIb30BAHBI JUIs AaJbHENIIeH OLIEHKH 3alIUIIEHHOCTH NHPOPMALIMOHHONW CUCTEMBI.

AynuT TPOBOAATCS HE3aBUCUMO OT COTPYAHMKOB, OTBETCTBEHHBIX 3a (DYHKIIMOHUpPOBaHHE
ob1eit cucreMsl noasepxkku. Heo6xonumble MPOBEPKH MOTYT ObITh OCYIIECTBICHBI KaK U3HYTPH, TaK
Y U3BHE MH(OPMALIMOHHON CUCTEMBI.

KommiekcHble TpOBEpKU Mep MO 00ecredeHn0 MH(POpPMaIMOHHONW 0€30MacHOCTH MPOBOAATCS
HE pexe OAHOro pasza B roa. OTaenpHblE NMPOBEPKH CHUCTEM HA NOTEHIMAIbHBIE IOBPEXKICHUS
OCYILIECTBISIOTCS C TEPHOAMYHOCTHIO, HEOOXOAMMOHN M MojJiepkaHus TpeOyeMoro YpoBHS
ONEPAaTUBHOCTH CTATHUCTUYECKUX JAHHBIX.
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